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1.l nt roducti on

This Certification Practice Statement (CPS) describes
certificatedDuibasCeKkpbyatbeCertifi da€oopoAhAat eoICiAt Yy s( GF
the subordinates CAs si glnheids bGP S hceo DipUENCaei S uRnobattthi .t e C
Certificahat Pabptyes to the provisi onDESIC denrrtoiufgihc aitti
Subordinate CAs (Il ssuing CAs).

This CPS covers the issuance and contr oliss ssuuerdr obuyn dtihneg
Corporate CA

1 Certificates for natural persons 1 comprises certificates issued for citizens, residents, visitors and
government employees of the UAE; these certificates are used for the following purposes:

o Signing certificate T used to produce digital signatures on digital transactions and
documents

o Encryption certificate 1 used for data/document encryption
o0 Authentication certificate T used for authentication of subscribers in online services

1 Certificates for government entitie s (eSeal certificates) T Certificates used to apply eSeals on
documents issued by an entity (legal person) to confirm the identity of the document issuer, the
origin and integrity of the data source in these documents

9 Verification Response Signing Certificates 06 Certificates for the Dubai PKI Signature
Verification Service to sign verification responses related to certificates issued by the Dubai PKI.

1 LRA Certificates & Certificates for authentication of Certificate Management requests received
from LRAs.

1 OCSP certificates 1 certificates for the Online Certificate Status Protocol (OCSP) responder to
sign OCSP responses related to certificates issued by this CA

This CPS meets the fommalrneetqlEingmémertrs ngf Task Force

regarcdointgeomt mat and content. While certain clause tit]l
of [RFC 3647], the topic may not nec@ecrspmpoCAtwesapply i
secti oniNo sttiapg Wl Aadtdiiotni on a | information is presented i

structure where required.

Thi s CPS cadmps!| yttawd/e hTr ust Principles and Criteria f
requirements published at https:// www. cpacanada. ca

The Dubaicomlmki tbednai nt ai ncohmiarco@P®hencurrent version:
CA/ Browser Forum Net wor k and Certificopablki shedt emt !
http:// www. cabforum. org

I f there is any inconsistency between this document
take precedence over this document.

Further infornbhddwmemadb €GdtepbBGAsean be o bth eéDiurbead fPrkKd m
Policy Authority (PA), which is r epr ebsuebnatiii npglitufde nmol i
DESC SubordiCoatec€CAsnformation of the Dubai PKI PA i s

1.1 Overvi ew

The ADubai PKI 0 uses standard PKI technol ogi es, pol i
interfabebai TRElI comprises the Dubai PKI Root CA that
comes at the first l evel ofPKt hal &1 c d me rnausletbiypd el h e
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Subordinate Certificdatoirpror AtuehaCrAi,t i @sde( CRisgni ng CA,
(hereinafter, DESC whuibcohr dcionnaet eatCAsh)e second | evel of t
and operates the Dubai PKI Root and the aforementior
services tihndi veawadedhvee r n me nt entities in the UAE to
transactions; t his i ncltuma&schisneec uc @ mmu ntihceat ma ah iwhee r e
transact secur elKy, sliegwmdarnaggiamgl temee rB pti on capabilitie:

Additionally, the Dubai PKI Root CA aims to sign subc
sector entities. Such entities have their own custom
rather than SushiomrgdianaDESCAS.

CAs Dbelonging to other entities come at the second |

the Dubai PKI Root CA. These issuing CAs wild.l be dir
makes them subordinate CAs ownadctebty oheprciovateperdtin
operated by DESC. Policies and procedures of t hese

compliance with Dubai PKI Root CA CP/ CPS.
The Dubai PKI Root CA and DESC Subordinate CAs are es

the authority that has the final responsibility of
Dubai, i . e., i ssuing and m®magadiend i $ubateéisndtoe &LEodee
forming its community of subscribers.

1.1.1 Dubai PKlhierarchy

The bel ow Figure depi cDtush ati h ePTRiiLebuasit PMDIAI eR s ootfh e hteop aut
in this PKI with regard to t heDubBiKIt &hhuvelcair t PCIACRa ¢ ton
signs DESC Subordinate CAs, which come at the second
Root CA also9uwWHAisgmde!| oagi hggowednment or private sector

DESC is fulfilling the rol eDudfait hPeKIP d lhiecrye isuatfhtoerri,t yD u(t
authorize the Root ®O&rStCi fSiubatridam asverd CiAass tfther i ssui ng
byt hgeover nment oreptivaee.sector

DESC Environment

[ =
{ 100 |

Root CA

!
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< 0

S) ey £ << f / 5

-y (I ) (| Im M () (m) (fm ey
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Figure 1: Trust Model for Dubai PKI
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1.1.2 Dubai PKI Policy Authority (PA)

The Dubai PKI Policy Authority (PA), composed of appo
Dubai PKI t eam, is representing the policy taared gove
Corpor afilee CBVA i s -t deehimheagement body with final aut

T Specifying and approving the Dubai PKI infrastruc

T Approving government and private sector entities
CA(s) within the Dubai PKI hierarchy

T Specifying, mai ntaining and approving the Dubai F
Certification Practice Statements (CPS) and the
applicable

T Review annual audit report submitted by gover nmen
continuous compliance to Dubai PKI requirements

T Review regular audit reports of LRAs
T Enforcing CP/CPS and other policies applicable to

T Defining the review process for such ©practices
mai ntaining the Dubai PKI CPs/ CPSs and related po

9 Defining the review process that ensures that the
pr a

(@]
—
(9]
(7]

—

T Defining
PKI CPs a

he review process that ensures that the
d CPSs

=]

T Publication of CP and CPS document s

installation, kexycle emamiagge me op e r(atni
n) procedures of the Dubai PKI

T Speci fyin
deprecati

o «©

1T Evaluating the proper working of the Dubai PKI en

T Allocating members to the key ceremonies as WwWitne
custodi ans

T Evaluating changes to the Dubai PKI environment
software and security)

f Evaluati-mypgasaséeéssues where key Dubai PKI staff /g
security and/ or operational procedures, including
T Deciding on <critical idissast drns carscke otfheirncs aweairt e

regards to the Dubai PKI .

1.1.3 Certificate Policy

X.509 certifith€esporsastuedChAhyto subscribers wild.l cont
certificate policy extension that in turn shal/l be 1
Certificate is trusted for a particul arporuatpeo s@A vsiulbl

identify the applicable policy in the certificate Pol
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1.1.4 Relationship Between th®ESC Subordinate CA&P and this CPS

This CPS establishes the practices for the issuance,
revocation of digittah@ocreprotriaftiec aGle saBIEsysouverdr mleydd ibryat e C
CP and rel ated documba®usa Kdhei gcuhi rdeensecnrtisbeand use of Cer
This document i s nanubaindPiKiefoeran @«d CtAo Cas ti fi cate Pr a
The object identifRed6( ©BBD) 10R.. 2Phil®0CPRPS2i 4. 1
DubaiomPiani zes the OI D for the certificates that are
foll owing table.
Ol D Certificate type Description
2.16.784.1.2. |Encryption certific|lEncryption cert
i ndi vi dudaaltsa ( e.
document s)
2.16.784.1. 2. |Deprecated: Certifiicrmdiewi dw
Aut hentication cert authentication
2.16.784.1.26]Authentication cert|Certifiicradiewi duw
aut hentication
2.16.784.1. 23 |Digital si gna(thuirgeh c|Di gi tal signing
assurance) individubhesused
signing transac
a high assuranc
identity vettin
2.16.784.1. 24 |Digital si gna(tnuordee rcg Di gi t al signing
assurance) individubhéesused
transactions th
requi heghket as
|l evel s of ident
2.16.784. 1. 25| Mobialtehentication c(Certisffioarmadievi du
installed on th
trust personal
2.16.784.1.2. |Visiigisatd signathir|Digital signing
assurance) individubhésused
signing transac
a high assuranc
identity vettin
visitors.
HPMC dPTyn dPm>PH Vi si igissigghat ure cer/Digital signing
(moderate assurance|indivtdubéesused
transactions th
require the hig
|l evel s of ident
for UAE visitor
HOMC ®Tyn dm>PH Vi si todbri'duerhent i cati o Cer t isfficcradievi du
installed on th
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trust personal
|l ssued for UAE

2.16.784.1.2.|eSeal certificates Certi fi ctad easp pls
eSeals on docum
arent(ltegal tpmer s
confirm the ide
document issuer
integrity of th
these documents

2.16.784.1.24|Signature verckertaft|A certificate wu
verification re
generatée IDESC
signature verif

2.16.784.1.2.|LRA certificate Certificate use
certificate man
requests s-pattp
LRASs

1.3 PKI participants

Several piamvtaolesedrceuring the | ifecycle management of
CA. This include:

1 Policy Authority (PA)

1 Subordinate Certification Authorities (CA)

1 Registration Authorities (RA)

1 Local Registration Authority (LRA)

1 Subscribers

1 Relying Parties

These participants and their roles are described in t

1.3.1 Certification Authorities

The Corpoabhsef€Ar £d tiso tahse fAQeArot)i fi cati on Authority t
accordance withhda hCaer [C®RrSaitees CA(rsteief isceactfensbayv elr.n2ne nt
entitiesRec€i theakisssint ardsi t i amdt i Q@& R urree svpeornisfei csaitg noinn
certificates. This includes the following tasks:

1 Registration services: It verifies the identity and, if applicable, any specific attributes of end-
entities applying for certificates. The results of this service are passed to the certificate generation
service.

1 Certificate generation service: Itissues end-entity certificates based on the verification conducted
by the registration service.

1 Dissemination service: It disseminates, OCSP certificates, this CA certificates and makes them
available to relying parties. This service also makes available any public policy and practice
information to subscribers and relying parties.

1 Revocation management service: It processes requests and reports revocation data for
determining the appropriate action to be taken. The results of this service are available through the
certificate validity status service.
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91 Certificate validity status service: It provides certificate validity status information to relying
parties based on certificate suspension or revocation lists, and an OCSP responder service. The
status information shall always reflect the current status of the certificates issued by this CA.

1.3.2 Registration Authorities

DESC RA

Duly authorizedDumeBiblertse priReqgdtestasat i ORAAut toDESCG s CA.
RA function falls within fhet PK$ opapepetpdndhiesf odat ume
certifuaxmde ard management opeiggeonsg repladedtcentti 6
by this CA.

Local Registration Authority(LRA)

Corpor adglel oGMs gover mmemtmgemanagest he certificates | if
communities to set up and act adoa LtLtbealCoRe@iIr aat reatCiAon

DES&@ccepts the following LRAs:

9 Officer duly authorized by the government entity: This officer will be enrolled to DESC Corporate
CA by DESC RA. He will receive credentials that allow to access the Corporate CA remotely
through a dedicated Web RA application and manage the digital certificates of the government
entity subscr i Mdtfetor ahenticatiom is implemented whenever RA/LRA
officers approve certificate applications for issuance.

1 System/application: Operated by the government entity and integrated with the Corporate CA
through a secure interface exposed by the CA. The system/application is configured with
dedicated credentials issued by DESC RA so that it can request certificates from Corporate CA
and manage the subscribersé community certificate

I The UAE national Authentication and Digital Signing platform (known as UAE PASS) is an
example of an LRA application that is currently integrated with this CA to issue and manage
Authentication and Signing certificates for Citizens, Residents and Visitors of the UAE.

Bef ore authorizing an entity to operate an LRA, DES
specified in se¢ginmmRAa3g.re.e2ne3nta ndtrioes gaemotwitiyt B t o oper a
their LRA in accordance with DESC Subordinate CA CP a

The LRA agreement adalelsicgatbiesnd/hreed@RAnsi bilities for:

1 Authenticating, approving, or rejecting certificate application requests

1 Identify subscribers in accordance with naming conventions defined within the present CP and
the applicable CPS to ensure uniqueness and unambiguity

1  Submit certification requests to DESC Subordinate CAs only for the applications that have been
validated and approved by the LRA

1 Creating and maintaining an audit-l og t hat records all significant
operations and fulfilment of the above-mentioned responsibilities

1 Providing selective access to audit-log records as specified in this CP
Implementing other operational controls as specified in this CP

1 Ensuring that the information that it stores and processes is handled in a manner that is
consistent both with the policies and procedures defined in this document and with the Dubai
PKI security's regulations.
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1.3.3 Subscribers

Subscribers of t her e CovGEp omatne, @8 teir nimesig! oyard
Citizens//Rkissiidicobt’sEl of addi ti on, the corporate CA OCSP r
signateurigd i cati on service.

Bef or e ansysucienrgt i fi catdéalgirheee stuob stchrei kerr ms and conditio
agreement .

1.3.4 Relying Parties

A Relying Party UAE haty pmoceéyseastaidi gital certificat

Rel yi nige sPaarrte entities that rely on a certificate and

to a public key | isted sisnuead Gluybpstodiréi.tbeer 6s certi ficate
Rel ying parties shall al ways verify tCoer pvolaitdeistiyn gof &
t h@or poCAt €erti fatcia®es Wiake d . CRL, oCspP) , prior to re

featut bderitni fi cat e.

1.3.5 Other participants

There are no other participants for this CA.

14 Certi ficate usage

1.4.1 Appropriate certificate use

Ther et harceset egori es of certificates issued by this CA

1 Certificates for natural persons :
o Encryption key pair with related certificate
A Document/data encryption
o Signature key pair and related certificate
A Signing documents and digital transactions
o Authentication key pair and related certificate
A Authentication
1 Certificates for government entities (legal persons):
o Signature key pair and related certificate
A eSeal documents issued by the entity (legal person)
91 Signature verification service certificate:
o0 Signature key pair and related certificate
A Sign verification responses generated by DESC signature verification service
1 LRA Certificates:
0 Authentication key pair and related certificate
A Authenticate Certificate Management requests received from LRAs.
1 OCSP certificates for OCSP responder delegated by this CA.

I n accordance with its purpose of use, the certificat
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DESC reserves the rightmetnot iiosnseude caebritS 6ffii chaheesr milbfibgvre
guality puspwEsdertisiwibat e slsjweldESC RA that enforces
rul es:

T test certificates have a short |lifetime (in days)

T certificate subject DN for tesiATEST& i ficates al wa

1.4.2 Prohibited certificate use

Certificates referred to in this CPS document shall r
above under sectCPoshocdumMert .ofUstihnigs certificates for o
prohibited.

Certificates referredchtad |i mot hibei R® dddloar mewiltnT M) or t
management of domain names or | Psl & driatt i mateelcyerdawn i @ra
Such certificate usage is expressly prohibited.

15 Pol i cy administration

1.5.1 Organization administering the document

DESC, thrDubai PREKIis bearing responsibility for draf
mai ntenance and interpretation of this CPS, and othe
Dubai. PKI

1.5.2 ContactPerson

l nquiries, suggested chang®shoul thokhd dRidraaioREAN dtiymg t hi
Aut hority

Dubai Electronic Security Center
PO Box 36996, Dubai, UAE

Phone +97144150400
Emapad@desc.gov. ae

Certificate Problem Report

Subscribers and Relying Parties, Application Software
suspected Private Key Compromi se, Certificate misuse,
inappropriate conduct, ortahycatbkerbwmaseadi ngl amadl t t

pki.support @esc.gov. ae

DESC or the designated RA will validate and investiga
i n accowidsabncctei on 4. 9.

1.5.3 Person determining CPS suitability for the policy

ThBubaiPARAKdetermines the suitabubai.yPKf any CPS part
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1.5.4 CPS approvaprocedures

A dedicated pr ochDeusbsaiiPnRKorlevweisewtimeg the initial versio
subsequent updates. Amendments shall either be in th
form of the CPS or an update notice. The PA formally
I n an effort to maintain credibility and promote tr uct
and | egal reqbu b 2ime RsKhsa, |HA hreevi ew t his CPS at | east a
revisions and updates to policies as it sees fit or
become binding for all Certificates that have been i

pubtation of the updated version of this CPS.

16 Definitions, acronyms
1.6.1 Definitions

Applicant: The natural person or Legal Entity that applies for (or seeks renewal of) a Certificate. Once
the Certificate is issued, the Applicant is referred to as the Subscriber. For Certificates issued to devices,
the Applicant is the entity that controls or operates the device named in the Certificate, even if the device
is sending the actual certificate request. In the context of this CPS, the applicants are Government
entities subscribing to the Corporate CA services.

Applicant Representative : A natural person or human sponsor who is either the Applicant, employed
by the Applicant, or an authorized agent who has express authority to represent the Applicant: (i) who
signs and submits, or approves a certificate request on behalf of the Applicant, and/or (ii) who signs
and submits a Subscriber Agreement on behalf of the Applicant, and/or (iii) who acknowledges the
Terms of Use on behalf of the Applicant when the Applicant is an Affiliate of the CA or is the CA.

Application Software Supplier: A supplier of Internet browser software or other relying-party
application software that displays or uses Certificates and incorporates Root Certificates.

Attestation Letter: A letter attesting that Subject Information is correct written by an accountant,
lawyer, government official, or other reliable third party customarily relied upon for such information. In
the context of this CPS, attestation letters are signed by Human Resource teams of government entities.

Audit Period : In a period-of-time audit, the period between the first day (start) and the last day of
operations (end) covered by the auditors in their engagement. (This is not the same as the period of
time when the auditors are on-site at the CA.)

Audit Report : A report from a Qualified Auditor stating th
entityds processes and controls comply with the manda

CA Key Pair: A Key Pair where the Public Key appears as the Subject Public Key Info in one or more
Root CA Certificate(s) and/or Subordinate CA Certificate(s).

Certificate: An electronic document that uses a digital signature to bind a public key and an identity.

Certification Authority:  An organization that is responsible for the creation, issuance, revocation,
and management of Certificates. The term applies equally to both Root CAs and Subordinate CAs.

Certificate Data: Certificate requests and data related thereto (whether obtained from the Applicant
or otherwise) in the CAO0s possesaséss.n or control or to

Certificate Management Process: Processes, practices, and procedures associated with the use of
keys, software, and hardware, by which the CA verifies Certificate Data, issues Certificates, maintains
a Repository, and revokes Certificates.

Certificate Policy: A set of rules that indicates the applicability of a named Certificate to a particular
community and/or PKI implementation with common security requirements.
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Certificate Problem Report:  Complaint of suspected Key Compromise, Certificate misuse, or other
types of fraud, compromise, misuse, or inappropriate conduct related to Certificates.

Certificate Profile: A set of documents or files that defines requirements for Certificate content and
Certificate extensions in accordance with Section 7 of this CPS.

Certificate Revocation List: A regularly updated timeztamped list of revoked Certificates that is
created and digitally signed by the CA that issued the Certificates.

Certificate Requester: An authorized administrator of a device or system who is responsible for
submitting the certification requests to the CA/RA.

Certification Practice Statement:  One of several documents forming the governance framework in
which Certificates are created, issued, managed, and used.

Contro: AiControl o (and its correlative meanoinngrso,l faciotnhtor)o |
means possession, directly or indirectly, of the power to: (1) direct the management, personnel,

finances, or plans of such entity; (2) control the election of a majority of the directors ; or (3) vote that

portion of voting shandgerréhei taww Ddrtheorntotgbds Jur
or Registration but in no case less than 10%.

Country: Either a member of the United Nations OR a geographic region recognized as a Sovereign
State by at least two UN member nations.

CSPRNG: A random number generator intended for use in a cryptographic system.

Delegated Third Party: A natural person or Legal Entity that is not the CA, and whose activities are
not within the scope of the appropriate CA audits but is authorized by the CA to assist in the Certificate
Management Process by performing or fulfilling one or more of the CA requirements found herein.

ExpiryDate: The fiNot After o date in a Certificate that def.i

Government Entity: A Dubai government entity or other government entities in the UAE authorized by
Dubai PKI PA to consume the PKI services.

Hardware Security Module: a device designed to provide cryptographic functions, especially the
safekeeping of private keys.

High Risk Certificate Request: A Request that the CA flags for additional scrutiny by reference to
internal criteria and databases maintained by the CA, which may include names at higher risk for
phishing or other fraudulent usage, names contained in previously rejected certificate requests or
revoked Certificates, names listed on the Miller Smiles phishing list or the Google Safe Browsing list,
or names that the CA identifies using its own riskZnitigation criteria.

Issuing CA: In relation to a particular Certificate, the CA that issued the Certificate. This could be
either a Root CA or a Subordinate CA.

Key Compromise: A Private Key is said to be compromised if its value has been disclosed to an
unauthorized person, or an unauthorized person has had access to it.

Key Generation Script: A documented plan of procedures for the generation of a CA Key Pair.
Key Pair: The Private Key and its associated Public Key.

Legal Entity: An association, corporation, partnership, proprietorship, trust, government entity or
other entity with | egal standing in a countryés | egal

Object Identifier: A unique alphanumeric or numeric identifier registered under the International
Organization for Standardi zati ono orobjgetclass.c abl e st andar
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OCSP Responder: An online server operated under the authority of the CA and connected to its
Repository for processing Certificate status requests. See also, Online Certificate Status Protocol.

Online Certificate Status Protocol:  An online CertificateZhecking protocol that enables relyingzarty
application software to determine the status of an identified Certificate. See also OCSP Responder.

Private Key: The key of a Key Pair that is kept secret by the holder of the Key Pair, and that is used
to create Digital Signatures and/or to decrypt electronic records or files that were encrypted with the
corresponding Public Key.

Policy QuaPledBpceyndent information that accompanies a
X.509 certificate.

Public Key: The key of a Key Pair that may be publicly disclosed by the holder of the corresponding

Private Key and that is used by a Relying Party to verify Digital Signaturesc r eat ed wi th t he hol
corresponding Private Key and/or to encrypt messages so that they can be decrypted only with the

hol derds corresponding Private Key.

Public Key Infrastructure: A set of hardware, software, people, procedures, rules, policies, and

obligations used to facilitate the trustworthy creation, issuance, management, and use of Certificates

and keys based on Public Key Cryptography.

Publicly ZTrusted Certificate: A Certificate that is trusted by virtue of the fact that its corresponding

Root Certificate is distributed as a trust anchor in widelyZavailable application software.

Qualified Auditor: A natural person or Legal Entity that meets the requirements of Section 8.2.

Random Value: A value specified by a CA to the Applicant that exhibits at least 112 bits of

entropy.

Registered Domain Name: A Domain Name that has been registered with a Domain Name

Registrar.

Registration Authority (RA):  Any Legal Entity that is responsible for identification and authentication

of subjects of Certificates, but is not a CA, and hence does not sign or issue Certificates. An RA may

assist in the certificate application process orrevocatonpr ocess or both. When ARAO0 i

adjective to describe a role or function, it does not necessarily imply a separate body, but can be part
of the CA.

Reliable Data Source: An identification document or source of data used to verify Subject Identity
Information that is generally recognized among commercial enterprises and governments as reliable,
and which was created by a third party for a purpose other than the Applicant obtaining a Certificate.
In the context of this CPS, the UAE official gazette is the reliable data source for government entities
in UAE.

Reliable Method of Communication: A method of communication, such as a postal/courier delivery
address, telephone number, or email address, that was verified using a source other than the
Applicant Requester.

Relying Party: Any natural person or Legal Entity that relies on a Valid Certificate. An Application
Software Supplier is not considered a Relying Party when software distributed by such Supplier
merely displays information relating to a Certificate.

Repository: An online database containing publiclyAlisclosed PKI governance documents (such as
Certificate Policies and Certification Practice Statements) and Certificate status information, either in
the form of a CRL or an OCSP response.

Root CA: The top level Certification Authority whose Root Certificate is distributed by Application
Software Suppliers and that issues Subordinate CA Certificates.

Root Certificate: The self&igned Certificate issued by the Root CA to identify itself and to facilitate
verification of Certificates issued to its Subordinate CAs.

Corpor @at@erCtAi fi cate Practice Statement 2Mmo0o0



Dubai PKI 8 Corporate CA
Certification Practice Statement

Sovereign State: A state or country that administers its own government, and is not dependent upon,
or subject to, another power.

Subject: The natural person, device, system, unit, or Legal Entity identified in a Certificate as the
Subject. The Subject is either the Subscriber or a device under the control and operation of the
Subscriber.

Subject Identity Information:  Information that identifies the Certificate Subject. Subject Identity
Information does not include a domain name listed in the subjectAltName extension or the Subject
commonName field.

Subordinate CA: A Certification Authority whose Certificate is signed by the Root CA, or another
Subordinate CA.

Subscriber: A natural person or Legal Entity to whom a Certificate is issued and who is legally bound
by a Subscriber Agreement or Terms of Use.

Subscriber Agreement:  An agreement between the CA and the Applicant/Subscriber that specifies
the rights and responsibilities of the parties.

Technically Constrained Subordinate CA Certificate: A Subordinate CA certificate which uses a
combination of Extended Key Usage settings and Name Constraint settings to limit the scope within
which the Subordinate CA Certificate may issue Subscriber or additional Subordinate CA Certificates.

Terms of Use: Provisions regarding the safekeeping and acceptable uses of a Certificate issued in
accordance with these Requirements when the Applicant/Subscriber is an Affiliate of the CA or is the
CA.

TrusRe&dThose individuals who perform a security role
of a PKI

Trustworthy System: Computer hardware, software, and procedures that are:

reasonably secure from intrusion and misuse; provide a reasonable level of availability, reliability, and
correct operation; are reasonably suited to performing their intended functions; and enforce the
applicable security policy.

Valid Certificate: A Certificate that passes the validation procedure specified in RFC 5280.

Validation Specialist: Someone who performs the information verification duties specified by this
CPS.

Validity Period: Fr om RFC 5280 (http://tools.ietf.org/ html/rfec
not Before through not After, inclusive. O

1.6.2 Acronyms

CAd Certification Authority

CCT¥ Closed circuit TV

CPo Certificate Policy

CP® Certification Practice Statement
CRI Certificate Revocation List
DRRP® Di saster Recovery Pl an

DNO Di stingui shed Name

FI POSFeder al I nf ormation Processing Standards
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FODR Fully Qualified Domain Name

HSM Har dware Security Modul e

HTT® Hyper Text Transfer Protocol

HVAG Heating, Ventilation and Air Conditioning
| E€I nternatidrealhnkElcadt Commi ssi on

| ETOFI nt ernet Engineering Task Force

| PSBA nternet Protocol Security

| S®I nternational Standards Organizati on
| T I nternational Telecommunications Uni on
LDABP Light weight Directory Access Protocol, a common

DES@ Dubai El ectronics Security Center
Ol D Object I dentifier

OSCB Online Certificate Status Protocol
OTRM One Ti me Password

PAdO Policy Authority of Dubai PKI

PI 8A Personal l denti fication Number or password used
on hardware tokens

PKCS &#PubKeg Cryptography Standards (PKCS) #1

PKCS &#Cryptographic Message Synt ax

PKCS 81Cekrti fReccgau8yptnt ax Specification

PKCS #8®P2r sonal I nformati on Exchange Syntax published
PKB Public Key Encryption

PK®& Public Key Infrastructure

PKI-XMPO | nt ernet X. 509 Pubd CerKeyitateadManagemeeaet Prot
RAO Regi stration Authority

RSAd The acronym for t he inventors of t he RSA algo
LeonAdHdeman

SCE® Si mple Certificate Enrol ment Protocol

Secret 8MWMase$s of devices, smart cards, Pl Ns, etc. useé
SHA Secure Hash Al gorithm

S/ MIMBecure Multipurpose Internet Mail Extensions
SSL/ ToLSSecur e Sockets Layer/ Transport Layer Security

Subj ect AlotANacneer t i f i cate extension that contains FQDNs
addresses that are under the control of the Subscribe

SD® 5dzo kA {YINI D2@SNYyYSyid 9aitlrotAakKyYSyd
UPS® Uninterruptible Power Supply

URB Uni ver sal Resource I denti fier, a URL, FTP addr ess,
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X.580A common standard for directory entry naming (I TLU

X.5@89A public key <certificate specification original
specification, often used in public key systems; It i
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2.Publ 1 cati on and
responsi bi |l i1ty

21 Repositories

DESC publishes information about al | digital certifi
reposdtitotr ysr:e/p/ocsa t or vy .tdhebstcl. ggooorv. iaceéd on a 24/ 7 basis.

22 Publ i1 cati on of certi fi

As part of the public repository, DESC publishes a
certificatesCR$ well as this

DES@l set awitrheeacumemtemh ke certain di sCbopar gosreaaxc@ A wcte st, h e
procedures, and t he tpolnitcasinefsaoft oér t dienpafol ic repositc
right to make available and publish information on it

DESC publishes digital certificate status informatior
provision of the Corporate CA issued dlseat r2oidi7c aoari tl i
service offered as foll ows;

1 Published CRLs including any changes since the publication of the previous CRL, at regular
intervals. The Corporate CAadds a pointer (URL) to the relev:
certificates as part of the CDP extension whenever this extension is present;

1 An OCSP responder compliant with RFC 6960. The OCSP URL is referenced in the AIA
extension of the S u b s ¢ r defifeates i6sued by the Corporate CA.

2.3 T1 me or frequency o f
repositories

Modi fied vodCB8Somdadhefr publ i staede paudd meadmtdsy wvi mAk h mum
aftebubbhik RKIprPA al

Owing to their sensitivity, DESC refrains from makin
el ements of such documents including certain security
of registration authorsi,tiegs, iSutcdhr malcusnenursi tayndp dloicae
however, conditionally available to designated aut hor

owes duty to with regard to the Corporate CA activiti

2.3.1 Certificates

The Corporate CA certificate and OCSP cerhtitfpscia/t/ecsa a
repository.)deassc.sgooovh aeed t hey are issued.
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2.3.2 CRLs
DESC maintains the Certificate Dissemination Webpage,
on this URL until minimum 7 years after the expirat

di stribution point.
Th€orpor ptuebl CAs hes CRLs atacegubdangi hbeithal foll owing

1 At the minimum, CRLs shall be refreshed every 26 hours, even if no changes have occurred
since the last issuance.

1 CRLs lifetime shall be set to 72 hours.

24 Access conrterpoolssi toonr 1 es

Publ i eonrflegadaccess to t/RLBGRE, doeumphhbkaas®ed to the re
is available.

Access controls are implemented on the repository to
of any published dat a.
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.l denti fi cat. z
aut henti cat

3.1 Nami ng

3.1.1 Types of name

This CA is identified in the | ssuerb6és name field of t

cn = Corporate Certification Authority, o = UAE Gover

The certificates issued by this CAascofndlalicwsX. 500 Di st

1 Certificates issued for Government entities through DESC RA:

cnHgver nment entity name>, ou = <optional organi
entity8gveor nmmentmeani ngful uni gqGoey enament Enticty |
informaté on>AE

9 Certificates issued for individuals:

serial number =<optional seriah=mkumbewvi 8oal eantd 8sab
ou = <optional organizational uniGbvevrinrmemt teret igt
meaningf ul uni @Qouvee rnnammeen>t, dnt=i<ty |l ocality informatdi

9 Cerificate for the Signature verification service:
cnDESGSignature Veridi=<aDkE®@ [RebwiAce
1 OCSP responder:

cnCorporate CertifichGdnmoondESLChlor+tPu®LISP ¢ = AE
Wheme&€<n>xs0 added upon the CA key changewlereae m>s sp
is an increment al number starti rkgeyf rcchmanZy eamdv eirncr

3.1.2 Need for names to be meaningful

For <certiisfsiuceadt etso natmamés parsomseani ngf ul since the C
of the subscriber.

For <certificates i ssuednanoesgoareer nmmearti regnftult i sisnce t hi
name of the entity.

Focertificate iigowddrto vielmeé fvamei o snerawni agf ul since
the DESC signature verification service name which is

Focertificate i:pamedi some®RAsagfhbhe CN contains the LRA
agreed with during the LRA onboarding process.

For certificat e@oripsosrOaktdeO€ P trhestphoen dreames are meaning
indicate theCdCHBPr sntaemeCgr ti fi gati on Authority OCSP
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3.1.3 Anonymity and pseudonymity of subscribers

This CA does not support the issuance of anonymous <ce

3.1.4 Rules for interpreting various hame forms

No stipguhatsi smction is intentionally Il eft blank

3.1.5 Uniqueness of names

As per section 3.1.1 of this s@QhY,echE DN se nmafroer ceensf ow nci eqdu

1 Certificates issued for individuals;: Uni queness enforced through the #
combined with the fiserialnumberodo attribute.

1 Certificates issued for Government entities: A convention for a meaningful name representing
uniquely the Government entity is enforced by DESC.

91 For certificate issued to the s ignature verification service:  DESC signature verification service
unique name is included in the subject DN of the issued certificate.

1 Certificates issued for Corporate CA OCSP responder: The OCSP responder unique name is
included in the subject DN of issued OCSP certificate.

3.1.6 Recognition, authentication and role of trademarks

Certificate applicants are prohibited from using name
the I ntellectual Property Rights of ot her s. The Cor
applicant has Intell eantamal aPpepeli ny Ringht ceirnitfheate
The Corporate CA shalll have the right to revoke a Cel
order from DESC or court of competent jurisdiction
Certificates containing a Subject name in dispute.

321 ni ti al Il denti ty valid

3.2.1 Method to prove possession of private key

This CA always verifies that the certificate applica
public key being certified by performing signature v
CA expects that the ceby itfhe apgrei veaetqgas elsdy i &8s ssd gginetded t
certified.

3.2.2 Authentication ofOrganizationidentity

3.2.2.1 ldentity

For certificates contai,nitrhe @armp@dnicaatti o rsGarvedgan meertdti o
eny& name, organizational unit (i f DBRDPQ@I| iIRAdakhlifda)es arnde
Organi zationdéds identity as foll ows:

A. Presence / Legal standing

1 Verify the existence of the Organization using an authoritative source that is expected to provide
detailed information about the entity including its legal name and address, the most common
authoritative source used by DESC RA is the UAE Official Gazette.
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T Verify authority of the Organizationés aut horized
specified in section 3.2.5.

B. Association

For e&edl lcRkeRAti fThatesgani zation name to btertinfSiecadtda

must exactly match the | egal name of the Government
an authentic proof I|linking the entity with the name t
For certificates issued to natural peTbh@assoaisabicomt
bet wee@r ddri nameoho be i nsertaendd ianp ptlhiec acnetr tniefeidcsa tteo b
basednormut hestuichh p@prsAdtathe HtRati on Letter in the organiza

conf i r nrienlga ttihoent tbee t avpegend caarhgeani.zat i on

C. Authority of the applicant
The authority (afertthdizpptki cegquest ea )certificate on be

entity is authenticated in accordance with section 3.
For certificates i ssued tandiEgShCGat QC 8P viee s potclhe i o n S
certification process is initiated by an authorized :
PA. A dedicated operational key ceremony is documente

3.2.2.2 DBA/Tradename

The use of DBA or Tradename in the Subject Identity Information is not supported by the Corporate CA.

3.2.2.3 Organizations applying to operate an LRA

Whea gover nmantmsiesisou ¢ yand manage natur al person cert
(e. g. emp,l otylreeeys)communi cate with DESC RA or the Dubai
enroll ment process:

Q) verifyeshbnaegal stodndihreg organi zation as specified
3.2.2.1,

(2) an aut hreerpirzesdctnft atthhev eGoversnmearst téret iLtRYA agr eement

3 DESC &®&&d the required configurations on the Corg
Government enltRA yofafhide d theefiar mati on Goeeenmedt feomit
during the enrol ment process i sAusetfarcenrrpoopueldat e
wi t h -frauclttoir aut henticadrienduovecdercuital cerhatficate
related certificate management operations.

3.2.3 Authentication of individual identity

3.2.3.1 Certificatesssuedhrough a government entity LRA officer (or DESC RA officer)

T Certificates for fAmoder atTeh ea sRBAI/rlamA evoe rtirfaideattyctth eo na p r
verification is performed as follows:

o Obtainthe followinga p p | i ©entityt pioafing evidence through the organization internal
channels (e.g. from HR, from a direct line of business manager or from the applicant
himself):

A An attestation Letter confirming the affiliation of the applicant to the government
entity and providing details such as employee ID, full name and date of birth,

A Applicant ds c o rftremured (imcliding phore tnunter and email
address)

A An email from HR or a direct line of business manager requesting the RA/LRA to
enroll the applicant into the PKI and issue him/her certificates of certain types (as
per the business need).
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o Verify the authenticity of the identity proofing documents through internal processes.

T Certificahigeassorarnmceo t TheRA/BRAtvériften the ap pl i ddantity 6 s
through an in-person meeting with the applicant and involving the presentation of a government-
issued photo ID (e.g. Emirates ID) in addition to supporting evidence. The verification process
consists in the following steps:

o0 Obtain the following supporting evidence throught he or gani zati on. gnterna
from HR, from a direct | i neapd! ibmeeif)iness manager

A An attestation Letter i n ¢qghivalenbavideace suzhat i ono s
as an extract from the official gazette) confirming the affiliation ofthea p p | it@ a nt
the government entity and providing details such as employee ID, full name and
date of birth,

A An email from HR or a direct line of business manager requesting the RA/LRA to
enrollthe a p p | iintoahe PKI and issue him certificates of certain types (as per
the business need).

o Verify the authenticity of the identity proofing documents through internal processes,

o Conduct an in-person meeting with the individual to complete the identity verification
against the government-issued photo ID. During the meeting, the applicant presents his
government-issued ID to RA/LRA officer that verifies that full name/date of birth of the
individual from the attestation letter matches the full name/date of birth from the ID.

91 For certificates including email address(es) : The RA/LRA officer verifies ownership of the email
to be included in the certificate as follows:

QD the entntgosal empl oyee recordaswihgmned/enaedisf iag ke
empl oyee.

2)us€hal l-Regponse mechanism to verify enheei dapbpel i can
included in TheA/cle®fAfisfeiecdase seamwilt h a random, wunique
t hemaaddr ess. I f the apepraiiclante mahiphtcil eusd etso tthtkee or i
random val uehRAs/ Lsdeiafti cbeyre val i dation is passed. Th
3 daBvsi.deomceusi Qlgaltlhkeeagpomesehanigsom ng vtes idf® epdar t
of €hreporate CA qguahret elrRAy. audi t

3.2.3.2 Certificatesssuedhrough th&JAE PASSystem:

Refer to section 4.1.2.

3.2.4 Non-verified subscriber information

Al fields constituting the subscriber infetmatnon w
RA/ LRA.

3.2.5 Validation of authority

1 For Government e ntity certificates to be issued through DESC RA (including LRA
certificates) : The authority of the certificate requestor to request a certificate on behalf of a
Government entity will be performed through a reliable means of communication with the
Government entity that include the following steps at minimum:

(1) DESC RA racleeygielsl e copy, whi ol gdiieddaeemerfisbolfy asth o wesa st
currently vadissgugdv pbhmim®a theDs s(s por ta UAEIl idaed ws ng
DESC RA windpdadtent he copy for any indication of al

(2) DESC RA receives a completed and signed certificeé
form is signed by the authorized representative
reqguests certificates on behalf of the government

3 DESC RA wverifies the authority of th
through a f ma | communicationoof ba
ut

or ed Gowermanrhemntn
signed by the Organizationb6s top a

p
h
e authorized
b
hority (e.g.
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1 For natural persons certificates to be issued through the government entity LRA : The LRA
officer/system (that was previously approved by The Dubai PKI PA) is authorized to submit
certification requests on behalf of the Government Entity subscribers.

3.2.6 Criteria for interoperation

No stipgtahatsi esmction is intentionally |l eft blank

331l denti fication and-aut
keyli ng requests
3.3.1 Identification and authentication for routine rkeying

Il dentification andegunhensi patfonmkedr asein initial r e

3.3.2 lIdentification and authentication for H&ey after revocation

l dentification andegunhgenfteatremoftatipe is perfor mec

341l denti ficati on and au
revocation request

1 Certificates issued to Government entities through DESC RA (including LRA certificates) :
DESC RA verifies that an authorized representative has requested the revocation through one of
the following methods:

0 Receiving a revocation request through email fromtheent i t y6s aut hori zed r e
The representative sends a completed and signed revocation request through the email.
DESCRAveri fies that the email originates from a |
some of the available information (phone call, email)

o Communication with the requesting entity to provide reasonable assurances that the
individual or organization requesting revocationof t he ent i iswhdoteycl@mt i fi cat
to be. Such communication, depending on the circumstances, may involve DESC RA using
telephone and email.

Once the revocation request is successfully authenticated, DESC RA revokes the subject certificate
through the relevant RA system.

9 Certificates issued to natural persons through a government entity LRA  (including DESC
RA): The RA/LRA officer authenticates the revocation request through one of the following
methods:

0 Receiving a revocation request from the subscriber through methods relevant to the
RALRA and the government entityds internal pr oc
call from the subscriber and the RA/LRA asking relevant questions to identify the subscriber
(e. g. empl oyee | D, name, date of birth, €.) or
address that can be verified bythe RAALRA and | inked to the subscrib

o Communication with the requesting party to provide reasonable assurances that the
individual or department requesting revocation is who they claim to be. Such
communication, depending on the circumstances, may include telephone and/or email.

0 HR (or team within the entity with similar mandate) if the subscriber is terminated or
changed role within the entity which would trigger the revocation request. The RA/LRA
would have the internal means to confirm with HR the validity of the revocation request.

1 Certificates issued to natural persons through the UAE PASS system : The following scenarios
may trigger revocation requests from the UAE PASS system:
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(0]

A revocation request is triggered through the UAE PASS regular business processes. One
example would be the subscriber renewing his UAE PASS PKI credentials before existing
ones are expired. The UAE PASS system interacts with the subscriber and validates the
subscriberds identity and confirms that
system interacts (through integration) with the Corporate CA to revoke the certificate and
request new certificate for the subscriber.

A revocation request is triggered through the UAE PASS helpdesk. A typical scenario would
be subscriber who is terminated from the UAE PASS system (e.g. subscriber leaving the
country). The UAE PASS helpdesk communicates with DESC RA through agreed channels
(telephone, email) which results in the revocation request being authenticated by DESC
RA which can then process it through their dedicated RA applications.

a
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4. Certi1 f1r cate L1 f e
Management

41 Certi fi cate applicatio

4.1.1 Who can submit a certificate application

1 Certificates for Government entities issued through DESC RA  (including LRA certificates)
An authorized person from the Government entity submits the certificate application as part of the
certificate issuance process. Whoever is submitting the certificate request (requester) needs to sign
the application form and ensure that the government entity authorized representative approves the
certificate request by signing and stamping the certificate request form and the appended
subscriber agreement.

DESC maintains its own internal blacklist of applicants from which it will not accept certificate
requests. DESC RA logs in this database previously rejected certificate requests due to suspected
or fraudulent usage and revoked certificate requests from government entities. This internal
blacklist database is queried by the DESC RA whenever it receives any certificate request.

91 Certificates for natural persons issued through the Governmententity LRA (including DESC
RA): The entity LRA or DESC RA submits the certificate application.

LRA maintains its own internal blacklist of applicants from which it will not accept certificate
requests.

91 Certificates for natural persons issued through the UAE PASS: The UAE PASS system is the
interface through which certificate applications are triggered to the CA.

1 Certificates issuedtothe OCSP responder certificates and the signature verification service
An authorized administrator under the supervision of the Dubai PKI PA initiates the certification
process. A dedicated operational key ceremony is documented by DESC.

4.1.2 Enrolment process and responsibilities

Certificates issued to Government entities through DES(TidRAg LRA certificates)
a) DESC RA shares the list of evidences required along with Subscriber Agreement and the
certificate request form with the applicant,

b) the applicant prepares the list of evidences, fills the certificate request form and signs a
Subscriber Agreement or ratify a certificate terms of use,

c) DESC RA receives the signed subscriber agreement, certificate application form along with
the requests list of evidences (refer to section 3.2.2 for the evidences required),

d) DESC RA verifies the validity and authenticity of received documents,

e) One of DESC RA verifies the authorized representative, certificate requester and the
organi zationds identity. as described in section

f) A second DESC RA officer (who was not involved in the collection of information from
applicant)r evi ews t he work done the first officer to

g) Once the application is approved, DESC RA officer uses a dedicated RA application to
enroll the applicant dunique naméfios theCapplicatbmfermsp pl i c an
used to produce a unique distinguished name necessary for enrolment into the CA system.
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h) As part of the enrolment, DESC RA generates a unique authorization code for this
certificate application and submits thiscodetothec er t i f i ¢ at emaitaddgessdast er 6 s
provided in the certification application form).

i) The applicant generates a key pair on its own IT system or device. He then creates a CSR
file using the received unique authorization code provided by DESC RA.

i) The CSR file is sent to DESC RA through the r e g u e semailr(&® Provided in the
certificate application form). DESC RA processes the CSR and issue the certificate from
the CA.

k) DESC RA send the certificate to the entity r e q u e ®madl addrsss.

For the eSeal certificates that are hosted within the UAE PASS Platform, DESC RA interacts
with the UAE PASS team for certifying the eSeal keypair that is generated within the UAE PASS
platform. l.e., the steps g to j executed with the UAE PASS team while the certificate requester
is kept copied in the email communications. In this scenario, DESC signs a three-party
Subscriber agreement with the Subscriber (the entity requesting an eSeal certificate) and SDG
(UAE PASS team). The agreement specifies the roles and responsibilities of each party
considering that the eSeal key/certificate will be hosted within the UAE PASS remote signing
platform.

Certificates famatural persomssued through the Government driRigy (including DESC RA)

Certi fiiscsautepda ttuor al tphero®@E®EL RAgovemnment BESCt RALRA
responsi bl e of i ssuing ceiGtviefrincnaetnets LIROAsSDES G eompllyo yrees
i ssuing certificatkbatagbeetiewrtcodm86i &y per the LRA a

a) The applicant initiates a request according to the applicableent i t y6s i ntfer nal pro
requesting a certificate(s) according to busines needs

b) The RA/LRA shares the Subscriber Agreement with the applicant to ratify
c) The RA/LRAofficerver i fi es t he agsgdebcribecimseddion3.23ent ity

d) The RA/LRA officer uses DESC Web RA application to fill the certificate enroliment form
after validating all data required for the enroliment

e) The Web RA application communicates with the CA to issue end-user certificates and make
the certificate available for download on the a

f) The applicant changes the PIN of cryptographic token using the supplied change PIN
software.

UAE PASS LROP Registered Usgos UAE Citizens and Residents)

Aut hentication certificate and digital signature cert
through the UAE PASS enrol ment application:

a) The applicant is expected to have an existing account and authentication credentials from
accepted Identity Providers (IDP) in the UAE. Approved IDPs are Dubai ID (SDG) and
Smart PASS (TRA).

b) The credentials from the existing Identity Provider are used by the applicant to authenticate
to the UAE PASS enrolment application (2-factor authentication) and also static password
and OTP are used during this process.

c) After a successful authentication to the UAE PASS enrolment application, the UAE PASS
retrieves the applicantés identity data from t h
the applicant into the UAE PASS system. The applicant is provided with the option to accept
subscriber agreement terms displayed to him by the UAE PASS application.

d The UAE PASS securely generates the userés Aut!l
PASS Mobile App runni ng aondmgeneratecerdfipatelrequessthdat 6s mo b
is automatically sent to DESC service for Corporate CA.

e) The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS.
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f)

9)

h)

The UAE PASS validates the received certificate

through the Mobile App. The UAE PASS also stores the authentication certificate along
with the applicantés account .

The applicant then triggers the signature key pair and certificate generation process with

the UAE PASS. The UAE PASS securely generates
and automatically submits Signing certificate request to DESC service for the Corporate

CA.

The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS.

t

f

The UAE PASS validates the received certificate

account.

UAE PASS LRNew Users via KIO$iér UAE Citizens and Residents)

T Authentication certificate and digital signature ¢
through the UAE PASS kiosk application:

a) The applicant attends to a UAE PASS kiosk.

b) The applicantés identity verification is perfor
against the fingerprints enrolled with the appl

c) After successful biometric verification, the UAE PASS kiosk application retrieves the
applicantés identity data from the Emirates | D
into the UAE PASS system. As part of this process the applicant is provided with a unique
secret (i.e. QR code) to be used for the UAE PASS mobile app. He is also provided with
the option to accept subscriber agreement terms displayed to him by the UAE PASS
application.

d) The applicant uses the unique secret code to access the UAE PASS mobile app. The UAE
PASS securely generates the userés Authenticatic
App running on the applicantdés mobile and gener :
sent to DESC service for Corporate CA.

e) The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS.

) The UAE PASS validates the received certificate
through the Mobile App. The UAE PASS also stores the authentication certificate along
with the applicantds account.

g) The applicant then triggers the signature key pair and certificate generation process with
the UAE PASS. The UAE PASS securely generates tl
and automatically submits Signing certificate request to DESC service for the Corporate
CA.

h) The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS.

) The UAE PASS validates the received certificate
account.

T Digital signatur e assueanced f i c a h sthrabgbitbenBAEI RABS kiosk
application:

a) The applicant shall already be enrolled into the UAE PASS system with authentication and
signing certificate (for fAmoderate assuranceo t

b) The user attends to a UAE PASS kiosk. His identity is verified using biometric (fingerprint)
verification. After successful biometric verification, the user is logged onto his UAE PASS
account.

c) The user is given the option by the UAE PASS 1t

assuranceo tr Bprevadedtwithothe soptionkbeaccept subscriber agreement
terms displayed to him by the UAE PASS application.
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d) The UAE PASS generates the signature key pair on an HSM and creates a certificate
request that is submitted to DESC service for the Corporate CA.

e) The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS.

ff The UAE PASS validates the received certificate
account.

UAE PASS LRNew Users via Manual Registrgf@mmUAE Citizens and Residents)

Aut hentication certificate andskiugiatnecteas & o iugrhe t der t
UAE PASS manual registration:

a) The applicant attends to a UAE PASS Registration Authority Officer,

b) The applicant fills and signs registration form and signs Certificate Issuance Terms and
Conditions,

c) RA officer collects acopy ofa p p | i Eminatesd®and validatesa p p | i pictunetadds
information on the Emirates ID with information on the registration form,

d) RA officer keeps original copy of the registration form and Terms and Conditions,

e) RA Officer prepares a PDF file that contains Subscriber scanned copy of Emirates ID,
signed Subscriber registration form, and signed Terms and Conditions,

f) RA Officer Digitally signs the PDF using his digital signature certificate (issued by DESC)
through UAE PASS Application,

g) RA Officer submits the signed pdf to the UAE PASS business team for validation by email,

h) Business team validates the identity of user by checking provided information against ICA
through ICA webservices,

i) If there is a match, the business team proceed with below, if no match then business team
submits rejection email and process terminates at this step,

j) Business team takes/prints a screen shot of ICA response,
k) Business officer fills approval form,
I) Business officer prepares a pdf of ICA response and approval form,

m) Business officer signs the PDF using his digital signature certificate (issued by DESC)
through UAE PASS Application,

n) Business officer sends approval (signed pdf) to the RA officer through email with link to
complete the registration process,

0) At this stage, UAE PASS application will inform the applicant to recover UAE PASS
account,

p) If applicant agrees, the UAE PASS securely generatesthe a p p | i éAwhertidation key
pair through the UAE PASS Mobile App running on
certificate request that is automatically sent to DESC service for Corporate CA,

g) The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS,

r) The UAE PASS validates the received certificate then deploysitonthea p p | i maebitet 6 s
device through the Mobile App. The UAE PASS also stores the authentication certificate
along with the applicantds account

s) The RA officer in the presence of the applicant, clicks on the link provided by the business
team,

t) The applicant is sent an authorization request to initiate certificate issuance,
u) The applicant approves request through his UAE PASS App,
v) The applicant will be asked to set a signing password through the UAE PASS App,
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w) This triggers the signature key pair and certificate generation process f o r imoder at e
assuranceo and WithihgWAE BASS. The & AECPASS securely generates
the user 6s Sb fpmboth certificadey onpaa HSM and automatically submits
Signing certificate requests to DESC service for the Corporate CA,

x) The CA validates the certificate requests, issues the certificates and sends the certificates
back automatically to the UAE PASS,

y) The UAE PASS validates the received certificatest hen st ores it al ong with
account,

z) The RA officer documents the serial numbers of issued certificates in the related section of
Registration Form.

UAE PASS LRNew Users via Digital Onboardfog UAE Citizens, Residents and Visitors)

Aut hentication certificate and digital signaitrure cer
addition to Mobile authentication certificate through

a) The applicant presents his/her identification documents (Emirates ID for UAE
Citizens/Residents, and Passport & Visa page or UAE Visitors) to be scanned by UAE
PASS mobile app for the UAE PASS to validate the identity status with ICA,

b) The applicant then provides his/her personal email, mobile and confirms the OTP on both
to prove the control on email and mobile provided,

c) The applicant performs a liveness test in UAE PASS mobile app and on successful
verification the live photo (taken by UAE PASS mobile app) is submitted to UAE PASS,

d) UAE PASS uses MOI service for the face recognition from the picture obtained in previous
step after liveness verification,

e) MOl identity verification is performed on UAE PASS submitted biometric and identity details
using biometric verification against the federal government authorized Facial templates
database After successful face verification, UAE PASS application usesthe appl i cant 6s
identity data to enroll the applicant into the UAE PASS system. The applicant is provided
with the option to accept subscriber agreement terms displayed to him by the UAE PASS
application,

ff The UAE PASS securely generates the userds Aut't
PASS Mobile App running on the applicantbdés mobi
is automatically sent to DESC service for Corporate CA,

g) The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS,

h) The UAE PASS validates the received certificate
through the Mobile App. The UAE PASS also stores the authentication certificate along
with the appl,icantds account

i) The applicant then triggers the signature key pair and certificate generation process with
the UAE PASS. The UAE PASS securely generates tl
and automatically submits Signing certificate request to DESC service for the Corporate
CA,

i) The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS,

kk The UAE PASS validates the received certificate
account.

UAE PASS LBAXxisting Users via Digital Onboa(thn@ AE Citizens, Residents and Visitors)

Digital signature certificate for ihigh assuranceo
Onboarding .Aphgl iacpaptliiccmant shall already be enroll ed
authentication and signing certificate (for fAmoder at e

Corpor @at@erCtAi fi cate Practice Statement 3600



Dubai PKI 8 Corporate CA
Certification Practice Statement

a) The applicant performs a liveness test in UAE PASS mobile app and on successful
verification the live photo (taken by UAE PASS mobile app) is submitted to UAE PASS,

b) UAE PASS uses MOI service for the face recognition from the picture obtained in previous
step after liveness verification,

c) MOl identity verification is performed on UAE PASS submitted biometric and identity details
using biometric verification against the federal government authorized Facial templates
database,

d) If Identity is verified, the user is given the option by the UAE PASS to apply for a signing
certificate for Afhi gh assurancedo transactions.
subscriber agreement terms displayed to him by the UAE PASS application,

e) The UAE PASS generates the signature key pair on an HSM and creates a certificate
request that is submitted to DESC service for the Corporate CA,

f) The CA validates the certificate request, issues the certificate and sends the certificate
back automatically to the UAE PASS,

g The UAE PASS validates the received certificate
account.

For certificates issued to the OCSP respondiresignature verification service

The certification process is initiated by an authoriz
PKI PA. A dedicated opedoatuimemaldkbdby O&ESE€mony i s

42 Certi fi cate applicatio

4.2.1 Performing identification and authentication functions

As described,iim asdcdittiommb adt. &l i st check that done by th
own internlaf theackéjqgsestor/ entity is in the .blacklist

Altlhect i ¢iomipe $ si ng t he c eprrtoicfeig$esaiaimeg nanpupn ii ccaattii ocom, phone
vetting evidence) are stored along with the certifice

4.2.2 Approval or rejection of certificate applications

Thecertidppglaitatsiean on the results of the idertnificati
section 4. 1.

For OC&5rPd | gsnat ur e verificattohiAadarewsitcief i cat e appl i«
approved/rejected as part of ddrer eesvpoaguadtilinf@a gmrt o voal /pr @j

Mu Htaict or aut hentication is implemented whenever RA/L
for issuance.

4.2.3 Time to process certificate applications

No stipgaelhatsi semction is intentionally left blank.

43 Certi fir cate 1 ssuance

4.3.1 CA actions during certificate issuance

1 For certificates issued to  Government entities through DESC RA (including LRA
certificates) : Following the approval of the certificate application by the DESC RA, the CSR file is
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uploaded and submitted to this CA by the DESC RA officer using a dedicated application. The CA
then signs the certificate in accordance with the specified certificate template. The certificate is
activated by the CA and is ready for usage. The certificate is then downloaded by DESC RA officer
sent to the certificate requester email address.

1 For certificates issued to natural persons through the Government entity LRA (including
DESC RA): Following the approval of the certificate application by DESC RA / the government
entity LRA, the certificate request is submitted to this CA by the RA/LRA officer using a dedicated
application. The CA validates the format of the request then creates the certificate in accordance
with the specified certificate template and is made available to the RA/LRA application. The
certificate is activated by the CA and is ready for usage. The RA/LRA officer completes the process
by installing the certificate on the target cryptographic device.

1 For certificates issued to natural persons through the UAE PASS: The CA receives the
certificate request from the UAE PASS system. The CA validates the format of the request then
creates the certificate in accordance with the specified certificate template and automatically returns
the certificate to the UAE PASS system. The certificate is activated by the CA and is ready for
usage.

i For OCSP and the signature verification service  certificates: An authorized administrator
manually delivers the CSR f i | ©ESCRA teamdDESERAtteamn
submit the CSR file directly to the CA that will issue the certificate and makes it available to be
downloaded by the PKI administrator who will then hand it over to the authrotized administrator.

4.3.2 Notification to the subscriber by the CA of issuance of certificate

1 For certificates issued to Government entities  through DESC RA (including LRA
certificates) : the applicant is notified of the certificate issuance once collecting his certificate from
DESC RA.

1 For certificates issued to natural persons through the Government entity LRA  (including
DESC RA): The subscriber is notified once collecting his certificate from the RA/LRA officer.

91 For certificates issued through the UAE PASS system : The UAE PASS notifies the user on
certificate issuance once it receives the certificate from the CA. This is done through the interaction
(message displayed) that the user has with the UAE PASS system.
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4.4 Certi fi cate acceptance

4.4.1 Conduct constituting certificate acceptance

Whemapplicants (or the UAE PASS tagemeivecddda hefgr ¢ 5é ak
val itdlae ecerti ficate content against the request made
the requester, he/she initekhteRANRRA ctohnamiu nnmacya tlieoand wiot hi
the certificate reapgrlaité @amt request by the

If no cowplraiintesdiappl twoath®d) nbusi ness days from rtehceei vin
certificate is deemed accepted by the applicant.

FoOCSRBRndignature verifdentidrcseetraei Eeécate is deploye
system as parbDESEntdenaveopétati onal ceremony.

4.4.2 Publication of the certificate by the CA

Th€or poCAtend OCSP certificates shall be published on
secti olnh o.r2poCAt@does noott hppu-bseensdhcerti ficates apart fr
the requester.

4.4.3 Notification of certificate issuance by the CA to other entities

No stipguhatsi smction is intentionally left blank

45 Key pair and certifica

4.5.1 Subscriber private key and certificate usage

When using a subscriberds private key and correspondi
1 Comply with the terms of the Subscriber agreement,
1 Use certificates exclusively for legal activities consistent with the CP and this CPS,

1 Protect the private key (and related secrets) from compromise, loss, disclosure, or otherwise from
unauthorized use,

91 Discontinue the use of a private key following expiration or revocation of the corresponding
certificate unless a subsequent unexpired or unrevoked certificate corresponding to that private
key has been issued,

1 Notify the RA/LRA immediately if any details in the certificate become invalid, or as a result of any
compromise, loss, disclosure, or otherwise unauthorized use of their private keys,

1 Avoid using the private key until after the CA has issued, and the Subscriber has accepted the

corresponding certificate.

4.5.2 Relying party public key and certificate usage

When using a subscriberés public key and correspondin

1 Validate the certificate path,

1 Ensure that the key is appropriate for the intended use as set forth in this CPS and that such use
is consistent with the applicable certificate content including, but not limited to, the key usage,
extended key usage, certificate policies extension fields,
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1 Check the status of the certificate in accordance with the requirements stated in Section 4.9.6 of
this CPS. As part of the validation process, the authenticity of the revocation must be validated as
follows:

o Incase of using CRLs, the digital signature of the CRLs is validated
o In case of using OCSP, the digital signature of the OCSP response is validated

o Ensure that reliance was reasonable and made in good faith in light of all the circumstances
that were known or should have been known to the relying party at the time of reliance

I f a party Dueblayiianfgkeprn st me certi fi cate t hatCocrapnonroatt ebe
CA OCSP or CRL, it decides to do so completely at his

4.6 Certificate renewal

Certificate Renewal is the act of issuing a new cert
public key from the old certificate are duplicated i
(longer) wvalidity period.

This CA does not support cert-kidy ciag es Repemwtaed Only ce

4.6.1 Circumstance for certificate renewal
Not applicable.

4.6.2 Who may request renewal
Not applicabl e.

4.6.3 Processing certificate renewal requests
Not applicable.

4.6.4 Notification of newcertificate issuance to subscriber
Not applicabl e.

4.6.5 Conduct constituting acceptance of a renewal certificate
Not applicable.

4.6.6 Publication of the renewal certificate by the CA
Not applicabl e.

4.6.7 Notification of certificate issuance by the CA to other entities

Not applicable.

4.7 Certi fi-lcay e Re

Certi fikey ei sRet hesaweitngpfareertificate for an existin
identifying information from the old certificate 1is
di fferent public keperainadd.a di fferent wvalidity

Certif ikceayt 8 sResupportedkby phbse€sd. (Thelwding identit
is similar to the initial <certificate application.
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4.7.1 Circumstance for Certificate ey

Certifikeyt emaRe happen while the certificate is stil]
revocarthieonori gi nal certificakey may obempleotokedhawd eear ,
certificate muskteyneodt. be further re

4.7.2 Who may request certification of a new public key

As per initial .certificate issuance

4.7.3 Processing Certificate Reeying requests

As per initial .certificate issuance

4.7.4 Notification of new certificate issuance to subscriber

As per initial .certificate issuance

4.7.5 Conductconstituting acceptance of a fieeyed certificate

As per initial .certificate issuance

4.7.6 Publication of the Re&eyed Certificate by the CA

As per initial .certificate issuance

4.7.7 Notification of certificate issuance by the CA to other entities

As per initial .certificate issuance

48 Certi ficate modi ficat.i

4.8.1 Circumstance for certificate modification

This CPS does not provide prokNf sSutbess rfi drerc ewatnitfsi d aot e |

informatwwirem i n tolre haer riefgiueat leids /ehed mccarntgiofniwooasthee sa n d
to be issued a new certificate with modiefw eerdt iifnifcoartmea
application.

4.8.2 Who may request certificate modification

Not applicabl e. Refer to section 4.8. 1.

4.8.3 Processing certificate modification requests

Not applicabl e. Refer to section 4.8.1.

4.8.4 Notification of new certificate issuance to subscriber

As per initial certificate issuance.
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4.8.5 Conduct constituting acceptance of modified certificate

Not applicabl e. Refer to section 4.8.1.

4.8.6 Publication of the modified certificate by the CA

As per initial certificate issuance.

4.8.7 Notification of certificate issuance by the CA to other entities

As per initial <certificate issuance.

49 Certi fircate revocati on

by this C#

Suspension of a certificate is not all owed

4.9.1 Circumstances for revocation

The relevant RA/LRA revoke a certificate within 24 ho

1. Received a written request from the Subscriber or an authorized representative;

2. The Subscriber discovers that the original certificate request was not authorized and does not
retroactively grant authorization; or

3. The RA/LRAJ/CA discover or has reasons to believe that there has been a compromise of the
private signing key,

4. The CA is made aware of a demonstrated or proven method that can easily compute the
Subscriberds Private Key based on the Public Key
key, see https://wiki.debian.org/SSLkeys), or

5. The information on the certificate is no longer accurate.

This CA should ensure a certificate revocation is exe
within 5 days if one or more of the following occurs:

1. DESC obtains evidence that the certificate no longer complies with the requirements of

Sections 6.1.5 and 6.1.6,

2. DESC obtains evidence that the Certificate was misused,

3. DESC is made aware that a Subscriber has violated one or more of its material obligations

under the Subscriber Agreement or Terms of Use,

4. DESC is made aware of a material change in the information contained in the Certificate,

DESC is made aware that the Certificate was not issued in accordance with DESC CP/CPS,

6. Finding that the certificate was issued without the authorization of the individual named as the

subject of such certificate,

7. DESC determines or made aware that any of the information appearing in the Certificate is

inaccurate or misleading,
8. Revocation is required by DESC6s CP and/ or CPS

9. The Government entity or the individual has been declared legally incompetent,

10. DESC is made aware of a demonstrated or proven method that exposes the Subscriber's
Private Key to compromise, or if there is clear evidence that the specific method used to

generate the Private Key was flawed,

11. The Corporate CA ceases operations for any reason and has not made arrangements for

another CA to provide revocation support for the Certificate, or
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12.The Corporate CAG6s right to issue Certificates u
expires or is revoked or terminated, unless the Corporate CA has made arrangements to
continue maintaining the CRL/OCSP Repository.

I n addition to the above circumstances, the bel ow al s

T For certificates issuddRAthfoudle BEFSEtRMedtA/tehReAi t y
shall revoke digital toerttisf icvlargme sirietgyu ireenstgi abwyddistnty e
internal processes.

T The UAE PASS shatérrieviokat s gcovomatesponding to its
by its relevant account management processes.

On the other hand, this CPS does not/ sprganaitdig eprvewvii gii
ser vciecret i ficate apart from/shgnaotmpeomies&képiat h eh®ESP
is treated by DESC as per its Disaster Recovery and E

The follseswichgoswnsbfocus only on the revocation provi si
by this CA.

4.9.2 Who can request revocation

The individual to whom certificates were issued.
The Government entity to whom certificates were issued.
Any relying party possessing evidence.of compromise

Revocations are directly initiated by DESC6s RA off

=A =4 =4 -4 =4

For certificates issued through DESC RA (for DESC employees) or the LRA of the Government
entity, the RA/LRA shall revoke digital certificates corresponding to its community when required
bytheent i tyés int.ernal processes

1 The UAE PASS shall revoke digital certificates corresponding to its community when required by
its relevant account management processes.

1 DESC at its own discretion (if for instance a compromise is known for this CA key).

4.9.3 Procedure for revocation request

A dedicated procedure has been setup by this CA for t

1 Revocation of certificates through DESC RA:

0 The subscriber or an authorized representative can request the revocation of their
certificate(s) to the DESC RA.

o The DESC RA officer authenticates the subscribe
o0 The DESC RA officer requests the subscriber to fill in and sign a revocation request form.
o The DESC RA officer revokes the subscriberoés ce
0 The CA generates an updated CRL and publishes it to the DESC public repository.
1 Revocation of certificates through ~ Government LRA (including DESC RA) :

0 The RA/LRA receives a formal revocation request from the subscriber.

o0 The RA/LRA validates the identity of the subscriber as done during initial certificate
application.

o0 The RA/LRA records the revocation request accordingtotheGover nment entiti es?®o
rules.

o TheRAILRA officer revokes the subscriberodés certifi

0 The CA generates an updated CRL and publishes it to the DESC public repository.
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1 Revocation of certificates through UAE PASS:

0 Revocation is requested as part of an account management process such as deletion or
termination of UAE PASS Account. Certificates are revoked when user requests to renew
certificate keys (through Kiosk), or call UAE PASS call center,

0 The UAE PASS validates the s u b s c ridebtity using identification questions in addition
to challenge-response authentication through the email or mobile number registered along
with the account.

o The UAE PASS records the revocation request according to its business rules.

o The UAE PASS sends an automatic revocation request to the CA through the CA gateway
service.

o The CA revokes the certificate then generates an updated CRL and publishes it to the
DESC public repository.

1 Revocation of OCSP and signature verification service certificates:

0 The revocation is conducted as part of a PKI process internal to DESC and is approved by
the Dubai PKI PA. For OCSP, the process will also involve communication with relying
parties in order to update them with the OCSP certificate revocation.

Certificate Problem Report:

Subscribers and Relying Parties, Application Software Suppliers, and other third parties may report
suspected Private Key Compromise, Certificate misuse, or other types of fraud, compromise, misuse,
inappropriate conduct, or any other matter related to Certificates by sending email to
pki.support@desc.gov.ae.

4.9.4 Revocation request grace period

There is no revocation grace period. Revocation reqgue
RAL RA

4.9.5 Revocation request response time

Certificate revocat i osnubrsecaruiebsetesp yreeschea trvaetidinvifarioanmt ed by I
RA are procedsskadurws.t hin

Forerdaificate pDBEODRA M gipmg tisnvestigat iroencseiwiitnhg nt h2e4 h
rep®ESRA initiates comlBubiscathidemhwirteh atplpetopeari at e, wi |
conceanedHo¢(téetgesl ocal Arprgell amiomdry communication on t
sent Sobsbendetoritdienatporobdfem heport.

DESC [ReAr fsd umt her i nivnevsontiglg@eutbiad n sPtkNseubAs,candeot her
relevant authoritite (empgdeadleoaalt iroeng uloatber t aken on t|

I'f the investligatl ®dcsdrot iofniec atfe trheevocati on circumstan
4. 9.1, thenwihe bder triefviokatde within the timeframe set

Based on the revocatDEBKL may cagskhmannwreittherl amred oné w s u
certificate.

4.9.6 Revocation checking requirement for relying parties

The Corporater@Ahopnodovbdesnformation to relying parti
publiclywalbas@madéehrough its publicly available OCSP

Certificates issued by this CA (excewddhdCH&Pscerbufica
point and OCSP responder | ink from where a relying p
relying partyodéds obligation taanetnrieevyvoeadnaonpr oid e@g gnatt h

Corpor adt®erCtAi fi cate Practice Statement 44400



Dubai PKI 8 Corporate CA
Certification Practice Statement

4.9.7 CRL issuance frequency

CRLs are issued as per section 2. 3.
4.9.8 Maximum latency for CRLs
Th€or poCAtiesGRles as per the CRL issuanze3frequency |

4.9.9 Online revocation/status checking availability

OCSP is supported within this PKIEB966IOQQSPoni nafnd mag i o
available immediately tbasetdyiomg tpmpeartuyppdappelsi addaetnieo nbsy
certificatesé status.

The actual OCSP URL to be queried by relying party or

4.9.10 Online revocation checkingequirements

Th€or poCAt@CiS?®sponder supports both HTTP GET and HTTP

ThE€or poCAt@CSP r esepoomadregedss define value in the nextUpc
than 8 hours after the thisUpdate field

I f the OCSP responder receives a request for the st at
(i . e. not iCog po€ Aaliyey hehet he OCSP responder responds
defined by RFC 6960.

4911 Other forms of revocation advertisements available

The€orpocCcabely uses OCSP and CRL as met hods for pub
information.

4.9.12 Special requirementd Key compromise

I f DESC discover s, or has a reason to believe, that t
the Corporate CA, DESC will immedubbebhPKidred areomt idn s
pl an. DESC wi || (1) determine the scope of certificat
the earliest feasible time, (3) use reasonable effor
potenti al reltyh edrge plaad i leesernt hatkey compr omi se, and (4)
perESDC operations policies and procedures.

Parties may use the following methods to demonstrate

1 Submission of a signed CSR, Private Key or other challenge response signed by the Private Key
and verifiable by the Public Key, or

1 The private key itself

4.9.13 Circumstances for suspension
Certificate suspension is not supported by this CA.
49.14 Who can request suspension

Not applicabl e.
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4.9.15 Procedure for suspension request

Not applicable.

4.9.16 Limits on Suspension Period

Not applicable.

410 Certi fi cate Status Ser

Ref er to section 4.9.6 of this document . I n addition,

4.10.1 Operational characteristics

CRLs are published by this CA on a public repository
interface (an HTTP URL of the CRL distribution point

Th€orpor HDICSEPCAesponder exposes an HTTP i nkgerdwickesacce
revocationaisnbed mat i on

T igupportsmeealkvochateonfetatusry revocation perforr
information is available to the OCSP service i mme

T respodeésvme ue i n the nvehxtchptdhastrdehoh nhed8dr s af t er t h
thisUpdate field

T the value in thael mabyef Opdabpbe rigelad to the not After
included within the BasiciOfESPRespense. ¢eret g fiselod
equal t o t he not After dat e of t he CA certifica
Basi cOCSPResponse is for.

4.10.2 Service availability

The repository including the latest CRL should be available 24X7 at least 99% per year.

The CA operates and maintains its CRL and OCSP capability with resources sufficient to provide a response time
of ten seconds or less under normal operating conditions.

The CA maintains a 24X7 abil-ptyotiotyesponidf iilmdtesg npi
described in section 4.9.3 of this CPS.

4.10.3 Optional features

No stipgualhati esemction is intentionally Il eft blank.

411 End of subscription

No stiguhatsi esmction is intentionally Il eft bl ank.

412 Key escrow and recover

Key escrow and recovery are not supported by this CA.
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4.12.1 Key Escrow and Recovery Policy and Practices
Key escrow is not supported by this CA.

4.12.2 Session Key Encapsulation and Recovery Policy and Practices

Not applicable.
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5, Faci | 1 ty, NMiannda g
Operational Coni

5 Physical control s

5.1.1 Site location and construction

Al'l critical components of the PKI systenDuarae hPoKus ed
Dat a Cppernd mirses. Physical access controls are in place
systems and related operational activities of the PKI

5.1.2 Physical access

Physical security contxteolnhgrohtedddusbdungt wacmgdaasd bi
Cl osCeidr d¥Wi {CCTV) monitoring. These physichtwaceontroms
unaut hori zfedr tat&erermer e t hlees emamintt o rx@x®d6 &mrkeas?h 4.

The Dubai PKI systems are protected by six tiers of
required before gaining access to the higher most re
related to the | ifecysbesaththe eathehtcattoonproeei
occur within very restrictive physical tiers. Physic
bi ometric auWwtuhhe mteirg ataicare.ss to the enclave where the
enabled only if two trusted employees are present to

Unaut horized persbnostedparct wée mgl| aajmnees or visitors,
such secured areas without a prior approval and with
Similar restrictions exitet for the Disaster Recovery

Al the Networking and systems componentlsodatcddi diimg
secur e Data cabinets with |l ocks from both sides. To
stored in the most secure area, with access | imited t

5.1.3 Power and air conditioning

The secure enclave must be furnished with an uninter:H
and air conditioning (HVAC) sufficient to maintain t
recommended range of operating temperatures and humic

5.1.4 Water exposures

Thdata centers hosting the PKI systems are iimmpdcoetmenti
of water exposur e. Theee EKinicp melet iost @l levaged fl oor
detectors.
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5.1.5 Fire prevention and protection

Theecwemel ave pmostcted from fire, heat with a smoke d
24*7*365. Fire sumpicassabhedqgwi pmentthe encl ave.

5.1.6 Media storage

El ectronic optical and other media must be stored so
fire, electromagnetic). Media that contains security
in a sepuokeetied safe neghialve.within the e

5.1.7 Waste disposal

Al'l obsolete paper, magnetic media, optical medi a, e
before discarding. Reusabl e magnetic and oendlcave medi
bumust be properly wiped and/or destroyed depending o
medi um.

5.1.8 Off-site backup

Backups taken frypmts hper dDwibde PKflf isci ent recovery infol
from system failure(s). Backups are made on a daily
l ocation on regular basis.

Facilities used for offsite backup and abelhawvbesBKk hal l
mai n site.

52 Procedur al control s

DESC foll ows personnel and management practices tha
trustworthiness and competence of the members of the
duties in the fi el dseloaft eedl etcetcrhonnoilcogsii gnat ur e

DESC obtains a signed statement from each member of |
interestGomwpaoathAatahcet i vities, maintaining confidentiald

5.2.1 Trusted roles

Al members of the staff operating the key managemen
and system auditors or any other operations that ma t
serving in a trusted pae3Tihtei ool (lio.wei.n,g tarrues ttehde o preursa teidv
CA:

1 PKI Director

PKI Deputy Director

PKI Operation Manager

Key Custodians

Chief Information Security Officer (CISO)
Registration Authority (RA) officer

PKI operations manager

=A =4 =4 A4 A -4 4

PKI administrator
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1 System administrator
1 PKI operator

1 System administrator

DESC conducts an initial investigation of all me mber
rol esnguwrheei r trustworthi nTersuss taendd rcod nepse tienndciev.i dual s mt
annual background checks.

5.2.2 Number of persons required per task

DESC masamntdcaienstf ogoeous control procedures to ensure t
on job responsibilditrygl ¢ nt ougiteedpg @efpeemresménsi ti ve ope

The most sensitive tasks such as the following requir
1 physical access to the secure enclave where the CA systems are hosted,
I access to and management of CA cryptographic hardware security module (HSM),

1 validate and authorize the issuance of end-entity certificates. This is enforced during the certificate
application processing where an RA officer review and verify all the Applicant information and a
second RA officer reviews and finally cross sign the application to get it approved.

All operatimpaeraflorammd@ vipye r s o ntnreu s theaawr ieooglgeesd and mai nt air
a verifiable and secure audit trail

5.2.3 lIdentification and authentication for each role

Bef wrae r yitnhge oruets ponsi bil i:ties of a trusted role
1 DESC confirms the identity of the employee by carrying out background checks,

1 DESC issues access credentials to the individual who needs to access equipment located in the
secure enclave,

1 DESC provides the required dedicated credentials that allow designated individuals to conduct their
functions.

5.2.4 Roles requiring separation of duties

DESC ensures separatiadnszwerd gheupPwms loewing one indi
complete any of critical transactions :such as revocat
1 Personnel that manages operations on certificates,

1 Administrative personnel to operate the supporting platform,

1 Security personnel to enforce security measures.

53 Per sonnel control s

DESC ensures implementation of security controls wit
members of its st@édfpwoCAhaeateigwairtdi . tThlreese security c
in an internal confidenti al policy and include the ar
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5.3.1 Qualifications, experience and clearance requirements

Prior to the commenceamebnES G fP Kel mppl eotyewetmate lods an empl oy

or an independeEntC cemnsturraecst ocrhat checks are perfor med
gualifications and experience needed to perform withi
checks include:

1. Verify the Il dentity of Such Person: Verification

T The personal (physical) presence of such per s
human resource or security functions, and

T The verifi dagdogniozfedweflolr md seofiedyopleonhmentdent.i
(e.Bmi,r atyes alnd

2. Verify the Trustworthiness of Such Person: Verifi
checks, which address at |l east the foll owing, or
A. Criminal convictions for serious cri mes

B. Mi srepresentations by the candidate
C. Appropriateness of references
D

. Any cl earances as .deemed appropriate

5.3.2 Background check procedures

DESConducts backgroundDumBKIstpgrsommel f ocomtidactor s,
manage mersti tAddist. iDubaRlKlly, st aff who have Trusted rol es
background check to ensure continuous trustworthiness

5.3.3 Training requirements

DESC makes available relevant technical training for
For personnei nfpermatrimdimgverification duties (i.e., R
topics, aut hentication and vetting policies and pro
common threats to the information verification proces
The required skills and knowledge for wvalidation spe:
information verificatitdn sre&€dPBi rements outlined in

5.3.4 Retraining frequency and requirements

The training content is reviewed and amendedCAn a ye:
configurataod clkekaergast updates on applicable requirer

5.3.5 Job rotation frequency and sequence

The Dubai e®PXKurePsA t hat any <change or rotation in st;
effectiveness, cont iOouwipto€ Rate@érivicegri ty of the

5.3.6 Sanctions for unauthorized actions

DESC sanctions personnel for unauthorized actions, u
use of systems for the purpose of impo€Ap@raocaoehtab
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as it mi g ht be appropriate wunder the circunshteances
applicablaew.Dubai

5.3.7 Independent contractor requirements

I ndependent subcontractors and their personnel are su
empl oyees. The background checks include:

1 Criminal convictions for serious crimes,
Misrepresentations by the candidate,
Appropriateness of references,

l
il
1 Any clearances as deemed appropriate,
1 Privacy protection,

)l

Confidentiality conditions.

5.3.8 Documentation supplied to personnel

DESC makes available documentation to personnel, duri

54 Audit | ogging procedur

5.4.1 Types of event recorded

Audit | ogging procedures include event | ogging and sy
mai ntaining a seAtura neinnviimuomm meenatcch audit record inclu
1 The date and time the event occurred,

9 A success or failure indicator of the event (e.g. CA signing event, revocation event, certificate
validation event),

T The identity of the entity and/or operator that ¢
1 Description of the event.
DESC ensures thatl awi hgadetahés are recorded:

1 CA key lifecycle management events, including:
o0 Key generation, backup, storage, recovery, archival, and destruction,
o Cryptographic device lifecycle management events.

1 CA and subscriber certificate lifecycle management events, including:

o Introduction of new Certificate Profiles and retirement of existing Certificate
Profiles,

o Certificate requests, re-key requests, and revocation,

o All wverification activities stipulated in th
Practice Statement,

o Date, time, phone number used, persons spoken to, and end results of verification
telephone calls,

0 Acceptance and rejection of certificate requests,
o Issuance of Certificates,

o Generation of Certificate Revocation Lists and OCSP entries.
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1 Security events, including:
0 Successful and unsuccessful PKI system access attempts,
o PKI and security system actions performed,
o Security profile changes,
o0 System crashes, hardware failures and other anomalies,
o Firewall and router activities,
o Entries to and exits from the CA facility.

I n addoiBSG@ai,ntains internal l ogs and awudit trails o
infrastructure, including, but not Il imited to:

Start and stop of servers,

Outages and major problems,

Physical access of personnel and other persons to sensitive parts of DESC site,
Backup and restore,

Report of disaster recovery tests,

Audit inspections,

Upgrades and changes to systems, software and infrastructure,
Security intrusions and attempts at intrusion,

System configuration changes and maintenance, as defined in the CPS,
CA personnel changes,

Discrepancy and compromise reports,

Information concerning the destruction of sensitive information,

Current and past versions of all Certificate Policies,

Current and past versions of Certification Practice Statements,
Vulnerability Assessment Reports,

Threat and Risk Assessment Reports,

Compliance Inspection Reports,

Current and past versions of Agreements,

=A =4 =4 4 A4 -4 -4 -4 -4 -4 -4 A4 -4 -4 -4 A4 A4 4 A

Other documents that are required for audits include:

o Infrastructure plans and descriptions,

o0 Physical site plans and descriptions,
o Configuration of hardware and software,
0

Personnel access control lists.

5.4.2 Frequency of processing log

DESC ensures that designated personnel reviews |l og f|
integrity and ensure timely identification of anomal o
Designated personnel mustprefporhese@depent ®randodhywi s
l og i ngegpéeftyt hewi ng audit | og review cycl e:

1 Ona monthly basis, the PKI operations management reviews the CA applications and security logs
to validate the integrity of the logging processes and to test/confirm the daily monitoring function is
being operated properly
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1 Onaquarterly basis, the PKI operation management reviews the physical access logs and the user
management on the CA systems with an objective to continuously validate the ongoing physical
and logical access policies

1 Evidence of audit log reviews, outcome of the review process, and executed remediation actions
are collected and archived for inspection by authorized DESC personnel.

5.4.3 Retention period for audit log

The audit |l ogs are retained for at | east two year s:

1 CA certificate and key lifecycle management event records (as set forth in Section 5.4.1) after the
later occurrence of:

o destruction of the CA Private Key; or
0 revocation or expiration of the CA certificate.

1 Subscriber Certificate lifecycle management event records (as set forth in Section 5.4.1) after the
revocation or expiration of the Subscriber Certificate;

1 Any security event records (as set forth in Section 5.4.1) after the event occurred.

These may be made available to auditors upon request.

5.4.4 Protection of audit log
Audit |l ogs shall be protected by a combisnattihoins of phy

includes:

1 The CA generates a message authentication code for each audit log file it keeps,

1 The security of audits logs is maintained while these logs transit by the backup system and when
these logs are archived,

1 Only authorized roles can obtain access to systems where audit logs are stored and any attempts
to tamper with audit logs can be tracked to the respective trusted operative personnel.

5.4.5 Audit log backup procedures

The following rules a@erdpyoCTAtreutdne bacgkup of the

T Backup media shal/l be stored |l ocally in DESC&6s main

T A second copy of the audit | og data and files shall
provides similar physical and environmental security as the main site.

5.4.6 Audit collection system (internal vs. external)

Automatic audit processes are initiated at system sta
audit system fails and the integrity of the system o
system is at risk, DESG6peadet mMen€&€Adwhet hRAOsoopar at i c
is fixed.

5.4.7 Notification to eventcausing subject

Where an event is logged by the audit collection sy
individual, organization, device or application that
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5.4.8 Vulnerability assessments

DES€onducts an annual Ri sk Assessment that:

1. Identifies foreseeable internal and external threats that could result in unauthorized access,
disclosure, misuse, alteration, or destruction of any Certificate Data or Certificate Management
Processes,

2. Assesses the likelihood and potential damage of these threats, taking into consideration the
sensitivity of the Certificate Data and Certificate Management Processes, and

3. Assesses the sufficiency of the policies, procedures, information systems, technology, and
other arrangements that DESC has in place to counter such threats.

DESC also performs regular vulnerability assessment &
systems. Assessments focus on internal and external t
tampering, modificationtheltceraifonat eEviiddeirnames ed fp otohcee
vulnerability assessment and penetration testing acti

t hRubali PKIf oRPANati dun8ecwmity

556 Records archi val

5.5.1 Types of records archived

DESC arsthevaudit | ogs set forth in Section 5.4.1, 1in

1. Documentation related to the security of their Certificate Systems, Certificate Management
Systems, and Root CA Systems; and

2. Documentation related to their verification, issuance, and revocation of certificate requests
and Certificates.

5.5.2 Retention period for archive

DESC r etuadiins  ogs (as set forth in Section b5f.odr. 1797 and
years after any certificadtlexgpsmases tom bhdavaldiodgument ati

5.5.3 Protection of archive

Records are archived in such a way that they cannot
ensure that onl y aautelbdrei zteod npaenrasgoen nteHe archive witho
authenticity and ccoonntfaiidneendt iraelciotrydsof t he

5.5.4 Archive backup procedures

TheKoperations team use backup, restore and archive
information is created, transmitted and stored.

5.5.5 Requirements for tim&atamping of records

Al | recorded events include the date and ¢t iomie tohfe whe
operati ng Pryscdedures are in place to ensure that all/l
a trustsedirtcieme
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5.5.6 Archive collection system (internal or external)

Only authorized and authenticated staff is allowed toc

5.5.7 Procedures to obtain and verify archive Information

Only DESC staff members with a clear hierarchical co
and verify archive information. DE $@ sreedt &iomrsmartecor ds

56 Key changeover

To minimize i mpact Cofr plo€At pompatmipkeeyodically change
specified in section 6.3. 2.

To support revocati on management of ias®euend i e rat infeidc alf
such time as all|l relying certificates have expired.

5.7 Compromi se and di sast

5.7.1 Incident and compromise handling procedures

IDESG@Getects a potenti al hacking atteCmWpti orshalhlerpdémnf o
investigation to determine the nGAPuri « aded keyei degues@
compr omi s e, the prbEs@CGseBusunkbsnsedonnhi nuitghahd di s
be followed. Otherwise, the scope of pote@GAnieaeldsdamage
to be rebuilt, only some certificates need to be re
comprodnDBE*@l speci fies applicable cempvyamt seommpoir tang
part of the Business conti.nuity and disaster recovery

Apart from the circumstanspeoiffkey Cbepremoger yDESEC ¢
computing resources, softwar e, and/ or data are corrupg

5.7.2 Computing resources, software/data corruption

DESC and all ot her PKI Participants (other than sub
necessary measures to teheou@eorfhtel CAeceveriyxesef in cas
corrupted server s, software or dat a.

DESC establishes:

1 Disaster recovery resources in a location sufficiently distant from the regular DESC Subordinate
CAs operation facility,

1 Fast communications between the two sites to ensure data integrity.

Di saster recovery infrastructure and procedures shall
of more than onkubreinrRK]l of t he

5.7.3 Entity private key compromise procedures

Fosubscrkeyrdesmpr omi se, see section 4.9 of the presen
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I n the event of a ICoy poCapromifsd hef aske®eci,atPBEBSG@ct i v:
tri ggeKresy tchoempr omi se and Gl ttaardneidmatti conf PDIEESCS Busi nes s
and disaster. recovery plan

As part of the Keyteompmami o®oa @haéanCAt he Dubai PKI P
emergency meeting to take decisions andawhaemdloer ceeamemu
aut hoamndi esehleervant stakeholders such as Root Progr ams

5.7.4 Business continuity capabilities after a disaster

DESC establishes the necessary measures to ful/l and
as the OCSP and the public repository hosting CRLs i
servers, software or data.

DESC establishes the necessary measluirnees steor veincseusr es efru
case of a disaster, corrupted servers, software or da
Fail over sceCmoarpioCatio sakéer recovery |l ocation are ma

CorpoCmAattrackup system that enabl es Che poGatiatuaufsr omp
the primary site to the disaster recovery site.

ABusi ness Conthiamsuibteye nPliampl emented to ensure business
or other disaster and is available as a separate inte

1.Conditions for ,activating the plan

2.Emergency procedures

3.Fall back procedures

4. Resumption ,procedures

5.A maintenance schedule for the plan
6. A wareness and educ,ation requirements
7. Responsibilities of individuals

8. Recovery time ,objective (RTO)

9. Regular testing ¢of contingency plans

10Pl an to maintain or restore business operations 1in
of critical business processes

11A requirement to store <critical cryptographic mat
activation materials) at an alternate |l ocation

12What constitutes an acceptable system outage and r e

13How frequently backup copies of essenti,al business
14Di stance of recovery,facilities to the main site
15Procedures for securing its facility to the extent

di saster and prior to restoring a secure environmen

58 CA or RA terminati on

I f DESC determines that termination, otfhd hCA tCeAr miematiict
shall be executed and it shall cover the following ac

1. Minimize disruption caused by the termination of an
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2. ensure continued maintenance of records required t

purposes of | egal proceedings. The r ebt.ebnti on of arc
3. ensure Certificate status informatipersedvices are
4. terminate all/l acomoraectoli o nt of asubon belRalrpoohatehe
CA aRmAILRAsin the performance of any functions relat
5, notsbpscribkeybsngamar ot @er stakehol ders (e.g. audit
Notification procedures shall exi st for informing

records to an appropriate custodi an.
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6. Techniti cal Secur |
Control s

6.1 Key pair generation

The requif oemé&retys gener at i otnataedl idreltitverfyolalrewi ng secti
6.1.1 Key pair generation

6.1.1.1 CA ley pair generation

Th€orpor kteg sCA hall be generated as part of a key cere
under the supervision of the PA.

CA key pairs shall be generated within the memory of
operation (at m2nhienuen F3)P.S 140

DESC ensures the implementation and documentation of
CPS. It acknowl edges publ i c, international and WebT
trustworthy systems, incorporating the following requ

1 The key generation ceremony is subject to the formal authorization of the Dubai PKI PA,

1 The key generation ceremony is conducted in presence of a combination of authorized personnel
with trusted roles including the Dubai PKI PA representatives,

The Corporate CA Key Generation Ceremony is withessed by DESC internal auditor,

1 DESC ensures the distribution of the tokens giving access to the private key(s) to the trusted
operatives and key custodians,

1 DESC internal auditor issues a report, covering that the Corporate CA, during its Key Pair and
Certificate generation process:

o Documented its Corporate CA key generation and protection procedures in its Certificate
Policy, and its Certification Practices Statement,

0 Included appropriate detail in its Corporate CA Key Generation Script,

o0 Maintained effective controls to provide reasonable assurance that the Corporate CA key
pair was generated and protected in conformity with the procedures described in its
CP/CPS and with its Corporate CA Key Generation Script,

o Performed, during the Corporate CA key generation process, all the procedures required
by its Corporate CA Key Generation Script,

1 A video of the entire key generation ceremony will be recorded and stored securely for
auditing purposes.

6.1.1.2 Subscriber key pair generation

Th€rporate CA does not perform subscriber key genera

The LRA or the subscribers themselves as per the tabl
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Certificate Key generation requirements

Encryperonfi (Key pair is genera#tgdous[ EFSh [TBI
approved methods for key generati

Digital sign{Key pair isabaendwatedbased crywsgior
certificates|a [FI P4 186 [ ETSlapldr duiédd 3metf hods
generation

Aut henticati (Key pair is genera#tgdous[ EBEFSH [BI
approved methods for key generati

Signature VelKey generation is done using a de
Servadereti ficamanagement wutility. The verificat
the memoRIyPldt hehald@®are security

OCSP certifi(Key generation is done using a de
The OCSP key pair is geneFa&aPl&da i n
|l evélar@dware security modul e

6.1.2 Private key delivery to subscriber

Not appTheaGbeporate CA does not perform Subscriber Kk

6.1.3 Public key delivery to certificate issuer

Public keys shatlhle th@eA aledg h viemeduse® of delivery process
emadrl media exchange) and key management protocols (e

6.1.4 CA public key delivery to relying parties

Th€or poCmtmakes certificates available to subscribers
in a publikt trepgeppiotcsantyyrly.)desc. gov. ae/

6.1.5 Key sizes

ThiCor poCAtkey 4p0adb6iRtSiAs.

The subscriber key palirt nRISA, bree adibriheern®REN 20N BGItt | east
ECDSA, recod3qmieiEtCOSA.

6.1.6 Public key parameters generation and quality checking

Th€orpoCAticedn -tolikfhel f i mpl ement ation of key PKI func
parameters .glehneer @oii @dés aHSeMs and associated s-pftware
reqguirements for randomhegeerkear ati on and primality
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6.1.7 Key usage purposes (as per X.509 v3 key usage field)

The certificates wildl al ways contain a KeyUsage bit
tables elaborate further on the KeyWsdgecefrttiie c@Aece
this CA.

6.1.7.1 Corporate CA

Corporate CA key usage.

CA signing

Corporate CA signing keys are the only keys permit

The Certificate KeyUsage field must be set to: Ke

6.1.7.2 Certificates fandividuals

Certificates issued to subscribers contain a key usadgd
in accordance with RFC 5280. Refer to section 7.1 anda

6.1.7.3 Certificates for government entities

Subscribero6s key wusage.

Keys may be usedotcau meingist alnl ybeshiagdrnMf. of government

The Certificate KeyUsage field wildl be set to:

Key usage:n@BnRespudingt i{on

6.2 Pri vate key protection
cryptographic modul e en
control s

6.2.1 Cryptographic module standards and controls

DESC generates the CAsd®é key pairs and store their pri
certified according to the rating specified in 6.2.11

The Cryptographic modules used for Subscribersd key g
FI PS-2140evel 2.

6.2.2 Private key (n out of m) multperson control

DESC i mpdteemnehnnti c a l and procedur al mechani sms that i mp
and split knowl edge. These principles guarantee the
performing sensittih@dA opgpogoaghwethar dwar e.
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DESGeeps written, auditabl e, records of tokens and
operatives and key custodians. I n case trusted operat
track of the renewed tokens and/or password distribut

6.2.3 Private key escrow

Not applicabl e.

6.2.4 Private key backup

Th€orpoCAterivate keys shall be babhkedmapt wt hbhi samack
certification | evel as the subor di naBaec kQuUAp HoSpve raantdi carss
are executedCas ppE@htlkcey ¢gbderer ati oCocero@mdkeesi sThe

backed up under the same dual control and split knowl

Th€or poCAtlkey backup is physical lsyi tter arnhsep®@®Rt par tf r@fm t
the o€CerpbC@CAatkeey ceremony procedur e.

Trusted operativespaortikeyatcwestiomditahres transporan oper at
audiTthoer backup is be stored in a locked safe at the d

6.2.5 Private key archival

No stipguhatsi smction is intentionally left bl ank.

6.2.6 Private Key Transfer Into or From a Cryptographic Module

Th€orpoCAatlkey shall only be transferreadeviektanobhekuba
pur pocsfest,he same specification astde&eni begdgyi mi @. 2r 3%
under -pmulstoin control .

At no time should the CA private key be copied to dis

CA Key backups are generated with the enforcement of
The transfer of the CA Key backups to the DR site i
knowl edge principles.

6.2.7 Private key storage on cryptographic module

No further stipulati oBsectbBeBstihas. h@sebsRattedand 6. 2.

6.2.8 Method of activating private key

6.2.8.1 CAkeys

Private tkheeysCodragporane activated by a mini mum of t wo
principles of dual contr ol and split knowledge. The
attached to the CA HSM.

6.2.8.2 Subscribers keys

Subscribers are responsi bl e fdroirkatge ¢ vadi mogp | tH ogdatt ip eontse ¢
articul aSwhdsdrmi hehre Agreement .
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6.2.9 Method of deactivating private key

The Cor@hAGsatperi vate key is deactivated in the foll owi
1 The CA HSM is manually switched off.

1 There is a power failure within the CA facility.

1 The CA HSM is operated outside the range of supported temperatures.

1 The HSM detects a security breach and deletes all key material within its internal memory.

When private keys are deactivated, they aaklcteneed f
Any disk space where keyswrwietrteens tloeafear emutsite bsep aocvee ri s
operating system.

6.2.10 Method of destroying private key

At the end of their I|ifetime, taking i nt oCoacpcooruanite bu
CA private keys shalperbheomdepn eoegreade biynarnuddiing at | eas
t hkzubai PRKIlIin order to ensure that these private keys

The key destruction pno€eyptographiuenebéeedces Lifecyec
and Procegduwrss.ocAmted records are archived.

The decision for private key destruction outside th:¢
authorized in writing DbwbarulARKIpIlhe smamlcd rss onf itntcd udes
of the personnel

6.2.11 Cryptographic module rating

6.2.111 CorporateCA

Th€or poCAtwea€ryptographert Deiveé ¢ €t d eFvleRS 31400 | SO 15408
Criteria (CC) BEAbs4+i berabevei ficates mu2stL ebveelg e2n eara
higher compliant devices.

6.2.11.2 Subscribers

The Cryptographic modules used for Subscribersd key g
FI PS-2140evel 2.

6.3 Ot her aspects of Kkey p

6.3.1 Public key archival

Refer to section 5.5 of this CPS.

6.3.2 Certificate operational periods and key pair usage periods

f The maxi mum operational period of the CAb&6s key pair

f The maxi mum operational period for a subscriberos Kk

Key certificate type Maxi mum validity period

Certification Authority QRecommended 96kenyonatths3,7 % €
36 months
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Certificates fassdomidatved yMaxi mum operational peri g
pair must be five years i

Certificates for governmegMaxi mum operational perig
keys pair must be five years i

64 Acti vati on dat a

6.4.1 Activation data generation and installation

6.4.1.1 Corporate CA

Th€orpoCAtacti vati on data correspond to PIN and pass:
hosting CA keys. CA keys and their activation dat a
reqguirements of section 6.2, using ssepcaurviattye tkoekyens f o

During the key genetehat iCom(lo,e atermwontyedofi ndi vi cauael s (ke
instructed to use strong passwords and PINs. A passwo
by the CAB Forums Network Security Requirements, i s d
ceremony documentati on

6.4.1.2 Subscribers keys

Subscribers shall set and protect the activation dat
prevent the 1 oss, theft, unauthorized disclosure an:ct
articasapadt of the Subscriber Agreement.

6.4.2 Activation data protection

6.4.2.1 Corporate CA

Th€orpoCAataectivation data consists of Pl Ns, passwords
the HSMs hosti Agt it\nat iCén pe&a®tsa c tseedc wryi tsya sceodn t frodkl st h e
private key protection. A combination of physical sec
the CA private keys and activation data is always pro
det ai |l s.

6.4.2.2 Subscribers

Ref er t @ . dAealft. i2zomi s CPS.

6.4.3 Other aspects of activation data

No stipgaelhatsi smction intentionally |l eft blank.

65 Computer security cont

Th€or poCAptee fsadiin CA and RA functions using secasgtwbythy
in addition to the present requirements

6.5.1 Specific computer security technical requirements
Th€orpoCAtshall be operated according to the followin
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Physical access control to CA servers shall be enforced,

Separation of duties and dual controls for CA sensitive operations,

Identification and authentication of PKI roles and their associated identities,

Archival of CA history and audit data,

Audit of security-related events,

Automatic and regular validation of CA systems integrity,

Recovery mechanisms for keys and CA systems,

Hardening CA servers operating system according to best practices and PKI vendor requirements,
Network protection, including intrusion detection systems,

Proactive patch management for the CA systems,

=A =4 =4 4 A4 -4 -4 -4 A -4

Multi-factor authentication for all accounts capable of directly causing certificate issuance.

6.5.2 Computer security rating

No stipguhatsi esmction is intentionally left bl ank.

66 Li fe cycle technical C

6.6.1 System development controls

Purchased hardware or softwairem & hadé¢dl-gpeo ctha qegretda iomre rd e
be installed by trai nHead dawad et ransdt esdo f pt ewdsraoan chileggdda thes s h
same manner as the original equipment

The hardware and software are dedicated to performin
hardware devices, network connections, or component
operations.

n (O

The CA hardware otesbvpétwadepbbopbed bed wohhdgsteyg basat
practices and vendorAlrlecomanegeat apascontrolled throu
management processes.

6.6.2 Security management controls

The hardware and software used to set wup trhelsat@®A s ha

tasks. There shall be no other applications, har dwar
sof tware, which Darbeainadtkolpaectt ed tbeor installed on CA
Achangenagement process is enforced to ensure that th
and upgrades are documented and controlled by the PKI
A vulnerability management processyssemsaidaneed ftor e
mal i cious code on first use and periodically thereaft

the processing within 96 hours of discover yPIolf criti
operations team.

6.6.3 Life cycle security controls

No stipgaelhatsi esemction intentionally |l eft blank.
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6.7 Net wor k security contr

DESC ensures maintenance of network security, includ
Ssystems.

The network iis segmented into several zones, based
relationship. Net work boundaries are applied to | i mi
zones) and communication betweelwy 2Zbtrmreserwitcesrulpeotol
and communications that the CA has identified as nec
applications, services, protocols, and ports that are
|l ssuing Systems, Certificate Management Systems, and

proteca ehdi gihnl'y secure network zone

6.8 Ti neet ampi ng

The CA servers6 internal clock shall be synchroni zed
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/.Certi firc&8mae OCSF
Profil es

71 Certi ficate profile

7.1.1 Version number

This CA issversi Xn589certificates as defined in RFC 52

7.1.2 Certificate extensions

X.509 v3 extensi®anss @e e dduggoairatnedd ol 0t hi s CPS for.

7.1.3 Algorithm object identifiers

X.509v3 standard Ol Ds is used. Algorithm must be RSAe
SHA256wit hRSA encryption for the certificate signatur

7.1.4 Name forms

As per the naming conventions and constraints |isted
whil e defining the ceftilfabh@aiRleofprn dfiisl €99 Sin sections

The certificate subject attributes shall not contain
space, etc-O0( EOR: 66.60 ORdG cating the attribute as bl anl

7.1.5 Name constraints

Name constraints extension is not supported.

7.1.6 Certificate policy object identifier

The CorporatetCAiwcsadxer @ol itchyato bajreec td ei f énfetdis fafse msa r t o f
t hzubBKI . Refer toasdciRodns hy stiICL Gp f wfhiel e rdfi fi cates
i ssued Cloy pto@atiencl uding the values of the OID identif

7.1.7 Usage of policy constraints extension

Pol cogstraints extension is not supported

7.1.8 Policy qualifiers syntax and semantics

The use of pali pepREGLE280ersRedippotbedeandolBsf 7. 1. 10
t his CtPhSe fporrd fhiel eéesrdfi fi ca€Cesp 0@A uierdc tbyd ituhgeed pol i cy
gualifiers.
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7.1.9 Processing semantics for critical certificate extensions

Processéemgi oifcate podhallescexftRm@i @ah&Bd t he

7.1.10 Certificates fomatural persons

7111 Subscriberds encryption certificate ASNLI1

This is the complete ASN1l description of the certific
subscriber.

Field \CEl O/M2 CO%®  Value \Comment

Certlflcate

-m--——

Signature \False

algorithm OID =1.2.840.113549.1.1.11 SHA256W|th
RSA Encryption

signatureValue Corporate CA Signature. CA signature
value

TBSCertificate \
Version \False

I_-I!--_

SerialNumber

CertificateSerialNumber M D At At least 64 bits |
of entropy
Validated on
duplicates.
signature
algorithm M S 1) OID =|SHA256 with
1.2.840.113549.1.1.11 RSA Encryption
Issuer False M \
countryName M S AE Encoded

according to

il SO -316
alpha-2 code

el ement s
PrintableString,
size 2 (rfc5280)

organizationName M UAE Government UTF8 encoded

commonName M S Corporate Certification UTF8 encoded
Authority

n

False Implementations
MUST specify
using UTC time

until 2049 from
then on using
GeneralisedTim

e
NotBefore M D Certificate generation process
date/time.
NotAfter M D Certificate generation process
date/time + not more than [60]
Months
subject False M \
countryName M S AE Will be encoded
according to
il SO -B16

CE = Critical Extension.
O/M: O = Optional, M = Mandatory.
CO = Content: S = Static, D = Dynamic

Corpor adt®erCtAi fi cate Practice Statement 6800



Dubai PKI & Corporate CA

Certification Practice Statement

alpha-2 code
el ement s
PrintableString,
size 2 (rfc5280)
organizationUnitName (0] D <optional organizational unit  |UTF8 encoded
name> as agreed during
onboarding process
organizationName M D <Government entity meaningful|{UTF8 encoded
name> or as agreed during
onboarding process
localityName M/O D Allocated during LRA UTF8 encoded.
onboarding process Mandatory if the
stateOrProvince
Name field is
not present,
optional if the
stateOrProvince
Name is
present.
stateOrProvinceName M/O D Allocated during LRA UTF8 encoded.
onboarding process Mandatory if the
localityName
field is not
present, optional
if the
localityName is
present.
commonName M D <Individual end user name>  |UTF8 encoded
SERIALNUMBER 0] D <ldentifier for each individual> |PrintableString
encoded
subjectPublicKeylnfo False M
algorithm M D RSA
subjectPublicKey M D Public Key
Key length: 2048 or 4096
(RSA)
Extensions M
Authority Properties
authorityKeyldentifier False M
keyldentifier M D SHA-1 Hash of the Corporate
CA public key
authoritylnfoAccess False [M
AccessMethod M S Id-ad-2 1 id-ad-ocsp OID OCSP
i.e.1.3.6.1.5.5.7.48.1 (ca ocsp) |Responder field
accessLocation M S http://ca- OCSP
services.desc.gov.ael/adss/ocs |responder URL
p
AccessMethod M S Id-ad-2 2 id-ad-calssuers OID |CA Issuers field
i.e.1.3.6.1.5.5.7.48.2 (ca cert)
accessLocation M S http://ca- Corporate CA
repository.desc.gov.ae/certifica |Certificate
te/corporate.crt download URL.
cRLDistributionPoints False M
distributionPoint M D http://ca- CRL download
repository.desc.gov.ae/CRL/Co |[URL.
rporate/corporate_certification_
authority_uae_government_ae
_crlfile<CRLNumber>.crl
Subject Properties
subjectKeyldentifier False M
keyldentifier M D SHA-1 Hash
Key Usage Properties
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keyUsage True M
keyEncipherment M S True
dataEncipherement M S True
Certificate Policy Properties
certificatePolicies False M
Policyldentifier M S 2.16.784.1.2.2.100.1.2.1.1
policyQualifiers:policyQualifierld M S id-qt 1
policyQualifiers:qualifier:cPSuri M D URL location of this CPS
certificatePolicies False M
|Policyldentifier M S 2.16.784.1.2.2.100.1.2.2.1.1

7112 Subscri ber s s idescriptong cer ti fi cate ASNI1

This is the complete ASN1l description of the certific

subscriber.
Field
Certificate
TBSCertificate
Signature

algorithm

\CE4 Oo/M> | COS Value Comment

\ M
v | |
\False 1\

OID = SHA256 with RSA
1.2.840.113549.1.1.11 Encryption

signatureValue
TBSCertificate
Version

Corporate CA Signature. |CA signature value

SerialNumber \False
CertificateSerialNumber M D At least 64 bits of
entropy
Validated on
duplicates.
signature \False M
algorithm M S 2 OID =|SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
issuer \False M
countryName M S AE Encoded according
to Al SO 31
alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationName M S UAE Government UTF8 encoded
commonName M S Corporate Certification UTF8 encoded
Authority

Implementations
MUST specify using

UTC time until 2049
from then on using
GeneralisedTime

NotBefore M D Certificate generation
process date/time.
NotAfter M D Certificate generation

process date/time + not
more than [60] Months

4 CE = Critical Extension.
5 O/M: O = Optional, M = Mandatory.

5 CO = Content: S = Static, D = Dynamic
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\False

countryName M S AE Will be encoded
according
3166-1-alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationUnitName (0] D <optional organizational |UTF8 encoded
unit name> or as agreed
during onboarding process
organizationName M D <Government entity UTF8 encoded
meaningful name> or as
agreed during onboarding
process
localityName M/O D Allocated during LRA UTF8 encoded.
onboarding process Mandatory if the
stateOrProvinceNam
e field is not present,
optional if the
stateOrProvinceNam
e is present.
stateOrProvinceName M/O D Allocated during LRA UTF8 encoded.
onboarding process Mandatory if the
localityName field is
not present, optional
if the localityName is
present.
commonName M D <Individual end user UTF8 encoded
name>
SERIALNUMBER (0] D <ldentifier for each PrintableString
individual> encoded
subjectPublicKeylnfo
algorithm M D RSA/ECDSA
subjectPublickey M D Public Key
Key length: 2048 or 4096
(RSA) / 256 or 384
(ECDSA)

Extensions \ M
Authority Properties \
authorityKeyldentifier False [O Mandatory in all
certificates except for
self-signed
certificates
keyldentifier M D SHA-1 Hash of the When this extension
Corporate CA public key |is used this field
MUST be supported
as a minimum
authorityInfoAccess \False M
AccessMethod M S Id-ad-2 1 id-ad-ocsp OID |OCSP Responder
i.e.1.3.6.1.5.5.7.48.1 (ca |field
ocsp)
accessLocation M S http://ca- OCSP responder
services.desc.gov.ae/adss |URL
/ocsp
AccessMethod M S Id-ad-2 2 id-ad-calssuers |CA Issuers field
OIDi.e.1.3.6.1.5.5.7.48.2
(ca cert)
accessLocation M S http://ca- Corporate CA
repository.desc.gov.ae/cer |certificate download
tificate/corporate.crt URL
cRLDistributionPoints False O
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distributionPoint M D http://ca- CRL download URL.
repository.desc.gov.ae/CR
L/Corporate/corporate_cer
tification_authority_uae_g

overnment_ae_crlfile<CRL

Number>.crl
Subject Properties
subjectKeyldentifier False M
keyldentifier M D SHA-1 Hash
Key Usage Properties \
keyUsage True M
nonRepudiation M S True
Certificate Policy Properties
certificatePolicies False (M
Policyldentifier M S 2.16.784.1.2.2.100.1.2.1.1
policyQualifiers:policyQualifierld M S id-gt 1
policyQualifiers:qualifier:cPSuri M D URL location of this CPS
certificatePolicies False (M
Policyldentifier M S <For Citizens/Resident

certificates issued for high
assurance transactions,
the OID value will be
2.16.784.1.2.2.100.1.2.2.1.
3>

<For Visitors certificates
issued for high assurance
transactions, the OID
value will be
2.16.784.1.2.2.100.1.2.2.1.
7>

<For Citizens/Resident
certificates issued for
moderate assurance
transactions, the OID
value will be
2.16.784.1.2.2.100.1.2.2.1.
4>

<For Visitors certificates
issued for moderate
assurance transactions,
the OID value will be
2.16.784.1.2.2.100.1.2.2.1.
8>
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7113 Subscriberds authenti qkeprécated) certi fi cate

This is the complete ASN1 description of the certi

subscriber.

Fed O/M8 \CO9 Value Comment
Certificate

---—_

Slgnature False M

OID = SHA256 with RSA
1.2.840.113549.1.1.11 Encryption

Corporate CA Signature. |CA signature value

TBSCertificate

Version False

l_---_

SerialNumber False

CertificateSerialNumber M D At least 64 bits of

entropy
Validated on
duplicates.

S[EE

algorithm M S ) OID =|SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
issuer False M \

countryName M S AE Encoded according
to Al S-O 31
alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)

organizationName M S UAE Government UTF8 encoded

commonName M S Corporate Certification UTF8 encoded

Authority

Implementations
MUST specify using

UTC time until 2049
from then on using
GeneralisedTime

NotBefore M D Certificate generation
process date/time.
NotAfter M D Certificate generation

process date/time + not
more than [60] Months

subject False M \

countryName M S AE Will be encoded
according
3166-1-alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)

organizationUnitName (0] D <optional organizational |UTF8 encoded
unit name> or as agreed
during onboarding process

organizationName M D <Government entity UTF8 encoded
meaningful name> or as
agreed during onboarding
process

" CE = Critical Extension.
8 O/M: O = Optional, M = Mandatory.
9 CO = Content: S = Static, D = Dynamic
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localityName M/O Allocated during LRA UTF8 encoded.
onboarding process Mandatory if the
stateOrProvinceNam
e field is not present,
optional if the
stateOrProvinceNam
e is present.
stateOrProvinceName M/O Allocated during LRA UTF8 encoded.
onboarding process Mandatory if the
localityName field is
not present, optional
if the localityName is
present.
commonName M <Individual end userd s |UTF8 encoded
name>
SERIALNUMBER (0] <ldentifier for each PrintableString
individual> encoded
subjectPublicKeylnfo False M
algorithm M RSA/ECDSA
subjectPublicKey M Public Key
Key length: 2048 or 4096
(RSA) / 256 or 384
(ECDSA)
Extensions M
Authority Properties
authorityKeyldentifier False |O Mandatory in all
certificates except for
self-signed
certificates
keyldentifier M SHA-1 Hash of the When this extension
Corporate CA public key |is used this field
MUST be supported
as a minimum
authoritylnfoAccess False M
AccessMethod M Id-ad-2 1 id-ad-ocsp OID |OCSP Responder
i.e.1.3.6.1.5.5.7.48.1 (ca |field
ocsp)
accessLocation M http://ca- OCSP responder
services.desc.gov.ae/adss [URL
/ocsp
AccessMethod M Id-ad-2 2 id-ad-calssuers |CA Issuers field
OID i.e.1.3.6.1.5.5.7.48.2
(ca cert)
accesslLocation M http://ca- Corporate CA
repository.desc.gov.ae/cer |Certificate download
tificate/corporate.crt URL.
cRLDistributionPoints False O
distributionPoint M http://ca- CRL download URL.

Subject Properties

subjectKeyldentifier

repository.desc.gov.ae/CR
L/Corporate/corporate_cer
tification_authority_uae_g
overnment_ae_crlfile<CRL
Number>.crl

keyldentifier

subjectAltName

Key Usage Properties
keyUsage

Falise

_GeneralName ||

O

SHA-1 Hash

_ RFC822 Name Email address
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digitalSignature M True
keyEncipherment M True Not to be included for
ECDSA keys
dataEncipherement S Uil llglgtDtg Xig;(;luded [
Extended Key Usage Properties
extKeyUsage False (M
clientAuth M True
Certificate Policy Properties
certificatePolicies False (M
Policyldentifier M 2.16.784.1.2.2.100.1.2.1.1
policyQualifiers:policyQualifierld M id-qt 1
policyQualifiers:qualifier:cPSuri M URL location of this CPS
certificatePolicies False (M
Policyldentifier M 2.16.784.1.2.2.100.1.2.2.1.

7.1.1.4 Su b s c r i baatheftisation oebtificate ASN1 description

This is the
subscriber.
red

Certlflcate

---—_

Signature

CElO

False

compl et e

O/M11 \co12

M

description

Value

OID =
1.2.840.113549.1.1.11

of t he

Comment |

SHA256 with RSA
Encryption

certi

TBSCertificate
Version

l_---_

SerialNumber
CertificateSerialNumber

False

False

Corporate CA Signature.

CA signature value

At least 64 bits of
entropy
Validated on
duplicates.

signature
algorithm M 4) OID =|SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
Issuer False M
countryName M AE Encoded according
t o BL68-O
alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationName M UAE Government UTF8 encoded
commonName M Corporate Certification UTF8 encoded
Authority
Validity False M Implementations

10 CE = Critical Extension.
11 O/M: O = Optional, M = Mandatory.

12.CO = Content: S = Static, D = Dynamic
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UTC time until 2049

from then on using
GeneralisedTime

NotBefore M D Certificate generation
process date/time.
NotAfter M D Certificate generation
process date/time + not
more than [60] Months
countryName M B
according
3166-1-alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationUnitName (0] D <optional organizational |UTF8 encoded
unit name> or as agreed
during onboarding process
organizationName M D <Government entity UTF8 encoded
meaningful name> or as
agreed during onboarding
process
localityName M/O D Allocated during LRA UTF8 encoded.
onboarding process Mandatory if the
stateOrProvinceNam
e field is not present,
optional if the
stateOrProvinceNam
e is present.
stateOrProvinceName M/O D Allocated during LRA UTF8 encoded.
onboarding process Mandatory if the
localityName field is
not present, optional
if the localityName is
present.
commonName M D <Individual end userd s |UTF8 encoded
name>
SERIALNUMBER (0] D <ldentifier for each PrintableString
individual> encoded
subjectPublicKeylInfo False M
algorithm M D RSA/ECDSA
subjectPublicKey M D Public Key
Key length: 2048 or 4096
(RSA) / 256 or 384
(ECDSA)
Extensions M
Authority Properties
authorityKeyldentifier False |[O Mandatory in all
certificates except for
self-signed
certificates
keyldentifier M D SHA-1 Hash of the When this extension
Corporate CA public key |is used this field
MUST be supported
as a minimum
authoritylnfoAccess False M |
AccessMethod M S Id-ad-2 1 id-ad-ocsp OID |OCSP Responder
i.e.1.3.6.1.5.5.7.48.1 (ca |field
ocsp)
accesslLocation M D http://ca- OCSP responder
services.desc.gov.ae/adss [URL
/ocsp
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cRLDistributionPoints
distributionPoint

Subject Properties

repository.desc.gov.ae/cer

tificate/corporate.crt

http://ca-
repository.desc.gov.ae/CR
L/Corporate/corporate_cer
tification_authority_uae_g
overnment_ae_crlfile<CRL
Number>.crl

AccessMethod M Id-ad-2 2 id-ad-calssuers |CA Issuers field
OIDi.e.1.3.6.1.5.5.7.48.2
(ca cert)

accesslLocation M http://ca- Corporate CA

Certificate download
URL.

CRL download URL.

subjectKeyldentifier
keyldentifier SHA-1 Hash
Key Usage Properties
keyUsage
digitalSignature
Certificate Policy Properties
certificatePolicies False M
Policyldentifier M 2.16.784.1.2.2.100.1.2.1.1
policyQualifiers:policyQualifierld M id-qt 1
policyQualifiers:qualifier:cPSuri M URL location of this CPS
certificatePolicies False M
Policyldentifier M <For Citizens/Resident
certificates issued for
moderate assurance
transactions, the OID
value will be
2.16.784.1.2.2.100.1.2.2.1.
5>
<For Visitors certificates
issued for moderate
assurance transactions,
the OID value will be
2.16.784.1.2.2.100.1.2.2.1.
9>
7115 Subscri ber 6s a uASKlaestriptigfar hatu@lmpersomsy t i cat e
This is the complete description of the certifi
subscriber.
Field CE® O/M14 \CO15 Value Comment
Certificate
TBSCertificate --———
Slgnature False M
QOID = SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
Corporate CA Signature. |CA signature value
TBSCertificate
Version
13 CE = Critical Extension.
14 O/M: O = Optional, M = Mandatory.
15 CO = Content: S = Static, D = Dynamic
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SerialNumber False \
CertificateSerialNumber M D At least 64 bits of
entropy
Validated on
duplicates.
signature False M \
algorithm M S OID = SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
issuer False M \
countryName M S AE Encoded according
to Al S-O 31
alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationName M S UAE Government UTF8 encoded
commonName M S Corporate Certification UTF8 encoded
Authority

Implementations
MUST specify using

UTC time until 2049
from then on using

GeneralisedTime

NotBefore M D Certificate generation
process date/time.
NotAfter M D Certificate generation
process date/time + not
more than [36] Months
subject False M \
countryName M S AE Will be encoded
according
3166-1-alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationUnitName (0] D <optional organizational |UTF8 encoded
unit name> or as agreed
during onboarding process
organizationName M D <Entity meaningful name> |UTF8 encoded
or as agreed during
onboarding process
localityName M/O D User ds | oc al [UTF8encoded.
Mandatory if the
stateOrProvinceNam
e field is not present,
optional if the
stateOrProvinceNam
e is present.
commonName M D <Individual end userd s |UTF8 encoded
name>
SERIALNUMBER (0] D <ldentifier for each PrintableString
individual> encoded
subjectPublicKeylnfo False M
algorithm M D RSA/ECDSA
subjectPublicKey M D Public Key
Key length: 2048 or 4096
(RSA) / 256 or 384
(ECDSA)
Extensions M
Authority Properties
authorityKeyldentifier False |[O Mandatory in all
certificates except for
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self-signed
certificates
keyldentifier M D SHA-1 Hash of the When this extension
Corporate CA public key |is used this field
MUST be supported
as a minimum

thoritylnfoAccess

AccessMethod M S Id-ad-2 1 id-ad-ocsp OID |OCSP Responder
i.e.1.3.6.1.5.5.7.48.1 (ca |field
ocsp)

accesslLocation M D http://ca- OCSP responder
services.desc.gov.ae/adss [URL
/ocsp

AccessMethod M S Id-ad-2 2 id-ad-calssuers |CA Issuers field
OID i.e.1.3.6.1.5.5.7.48.2
(ca cert)

accesslLocation M S http://ca- Corporate CA
repository.desc.gov.ae/cer |Certificate download
tificate/corporate.crt URL.

cRLDistributionPoints

distributionPoint M D http://ca- CRL download URL.
repository.desc.gov.ae/CR
L/Corporate/corporate_cer
tification_authority_uae_g
overnment_ae_crlfile<CRL
Number>.crl

Subject Properties

subjectKeyldentifier False (M
keyldentifier M D SHA-1 Hash
Key Usage Properties \
keyUsage True M
digitalSignature M S True
keyEncipherment M S True lélgtljtg:igiuded for

Extended Key Usage Properties \

extKeyUsage False (M
clientAuth M S True
Certificate Policy Properties
certificatePolicies False (M
Policyldentifier M S 2.16.784.1.2.2.100.1.2.1.1
policyQualifiers:policyQualifierld M S id-gt 1
policyQualifiers:qualifier:cPSuri M D URL location of this CPS
certificatePolicies False (M
Policyldentifier M S 2.16.784.1.2.2.100.1.2.2.1.
6
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7.1.11

Certificates foiGovernment entities

71111Subscri ber 0s(eSealASNlIidesgriptore r t i f i cat e

This is the
subscriber.
Field

Certlflcate

compl et e

CE16

O/M17 \co18

description of the certi

Value

Comment

---—_

Slgnature

False

OID =
1.2.840.113549.1.1.11

SHA256 Wlth RSA
Encryption

TBSCertificate
Version

False

Corporate CA Signature.

CA signature value

I_---—

SerialNumber
CertificateSerialNumber

False

entropy
Validated on
duplicates.
signature
algorithm (5) OID =|SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
issuer False
countryName AE Encoded according

At least 64 bits of

to Al SS-O 31
alpha-2 code

el ement so.
PrintableString, size

2 (rfc5280)

organizationName

UAE Government

UTF8 encoded

commonName

Corporate Certification

Authority

UTF8 encoded

Implementations
MUST specify using

UTC time until 2049
from then on using
GeneralisedTime

NotBefore Certificate generation
process date/time.
NotAfter Certificate generation
process date/time + not
more than [60] Months
subject False
countryName AE Will be encoded

according
3166-1-alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)

organizationUnitName

<optional organizational
unit name within the
Government entity>

UTF8 encoded

organizationName

<Government entity

meaningful name>

UTF8 encoded

16 CE = Critical Extension.

17 O/M: O = Optional, M = Mandatory.
18 CO = Content: S = Static, D = Dynamic
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localityName

M/O

<Government entity
locality>

UTF8 encoded.
Mandatory if the
stateOrProvinceNam
e field is not present,
optional if the
stateOrProvinceNam
e is present.

stateOrProvinceName

M/O

<Government entity State
or Province>

UTF8 encoded.
Mandatory if the
localityName field is
not present, optional
if the localityName is
present.

commonName

subjectPublicKeylnfo

<Government Entity
Service Name as agreed
during subscriber

registration process >

UTF8 encoded

Subject Properties

algorithm M RSA/ECDSA
subjectPublicKey M Public Key
Key length: 2048 or 4096
(RSA) / 256 or 384
(ECDSA)
Extensions M
Authority Properties
authorityKeyldentifier False |[O Mandatory in all
certificates except for
self-signed
certificates
keyldentifier M SHA-1 Hash of the When this extension
Corporate CA public key |is used this field
MUST be supported
as a minimum
authoritylnfoAccess False M
AccessMethod M Id-ad-2 1 id-ad-ocsp OID |OCSP Responder
i.e.1.3.6.1.5.5.7.48.1 (ca |field
ocsp)
accesslLocation M http://ca- OCSP responder
services.desc.gov.ae/adss |URL
/ocsp
AccessMethod M Id-ad-2 2 id-ad-calssuers |CA Issuers field
OIDi.e.1.3.6.1.5.,5.7.48.2
(ca cert)
accesslLocation M http://ca- Corporate CA
repository.desc.gov.ae/cer |certificate download
tificate/corporate.crt URL
cRLDistributionPoints False O
distributionPoint M http://ca- CRL download URL.

repository.desc.gov.ae/CR
L/Corporate/corporate_cer
tification_authority_uae_g
overnment_ae_crlfile<CRL
Number>.crl

subjectKeyldentifier False (M

keyldentifier M SHA-1 Hash
Key Usage Properties
(6) keyUsage True M

©) nonRepudiation

Certificate Policy Properties
certificatePolicies
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Policyldentifier M S 2.16.784.1.2.2.100.1.2.1.1
policyQualifiers:policyQualifierld M S id-gt 1
policyQualifiers:qualifier:cPSuri M D URL location of this CPS
certificatePolicies False (M
Policyldentifier M S 2.16.784.1.2.2.100.1.2.2.2.
1

7.1.12 Verification Response Signing Certificate ASN1 Description

This is the dempréepei ABNDf the certificate associatedc
private key.

Comment

Certificate
TBSCertificat g M D See 4.1. 2
Y/

Signatur e

al gorithm M S |0l D = SHA256 wi
1.2.840. 1135 Encryptio

signatureValu M D|Corporate CACA signat
TBE&ertificate

Ver si on
S

M 2 Ver sion 3
Seri al Number Fall ‘ ‘
certificateSe M D At | east
entropy
Val i dated
duplicate
Signatur e FaI{M ‘ ‘
al gorithm M S |0l D = SHA256 wi
1.2.840. 1135 Encryptio
|l ssuer FaI{M ‘S‘
countryName M S |AE Encoded
according
3161kl pha
code el em
PrintSabli e
size 2 (r
organi zati onN M S |[UAEBovernmentUTF8 enco
Common Na me M S |CorpoCarttei fi |[UTF8 enco
Aut hority

19 CE = Critical Extension.
2 O/M: O = Optional, M = Mandatory.
21 CO = Content: S = Static, D = Dynamic
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Val i dity | mpl ement |
MUST
usi ng

unt i |
then on
Gener al

Not Bef or e M D |Certtid iganer
process dat e

Not After M D|Certificate
process dabée
more [t3H&Moant h

Subject FaIlM ‘ ‘

countryName M S |AE Wi | | be e
according
316l6al pha
code el em
PrintSabli e
size 2 (r

commonName M S |IDESC Signatu

Veri fication

organi zati onN M S |[DESC

lo c aNa mey M S |Dubai

subj ect Plurbfld ckFaIlM ‘ ‘

Al gorithm M S |RSA

subject Publ i c M D|Public key I

or 4096 (RSA

Extensions

Aut hority Prop
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aut horityKeyld Fal Mandatory
certifica-

f osre$fgned
certifica-

keyl denti fier M S |SHA Hash of |[When this
CorpoCAatpubl |extensi o,n
this fiel
suppoatt ed
mi ni mum

cRLDistributioFal

distributionP (0] D |http://ca CRL downl
repository. d URL
RL/ Cor por at e
certificatio
e_government
<CRLNumber >.

SubjRrcaperties ‘
subjKegtt denti fiFal J

_keyidentified M S SHA Hash

Key UPLagpepert it

keyUsage Tru4M

dgital Signat M S |True
nonrepudi at.i M S |True

Certificate Pc

certificatePol Fall

M
. . 2.16.784.1.2.2.100.1.2.1.1
pol i cyldentif M S
policyQualifie€g M S |igt 1
erl d
policyQualifie€g M D [URL | ocati on
ur i CAb6s CPS

certificatePoIFaI{M ‘ ‘

pol i cyldentif M S|2.16.784. 1.2

7.1.13 LRA certificate ASN1 description

Thi ¢ hitscompl ete ASN1 description of the certificate e
subscriber.

Field CE??  O/M= \CO24 Value Comment

Certificate M \

22 CE = Critical Extension.
3 O/M: O = Optional, M = Mandatory.
24 CO = Content: S = Static, D = Dynamic
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TBSCertificate

OID =
1.2.840.113549.1.1.11

SHA256 with RSA
Encryption

Corporate CA Signature.

CA signature value

TBSCertificate
Version
l_---_
SerialNumber False
CertificateSerialNumber M D At least 64 bits of
entropy
Validated on
duplicates.
signature
algorithm M S OID = SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
issuer False M \
countryName M S AE Encoded according
to Al SS-O 31
alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationName M S UAE Government UTF8 encoded
commonName M S Corporate Certification UTF8 encoded
Authority

Implementations
MUST specify using

UTC time until 2049
from then on using

GeneralisedTime

NotBefore M D Certificate generation
process date/time.
NotAfter M D Certificate generation
process date/time + not
more than [36] Months
subject False M \
countryName M S AE Will be encoded
according
3166-1-alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationUnitName (0] D <optional organizational |UTF8 encoded
unit name within the RA
entity>
organizationName M D <LRA meaningful name> |UTF8 encoded
localityName M/O D <LRA locality> UTF8 encoded.
Mandatory if the
stateOrProvinceNam
e field is not present,
optional if the
stateOrProvinceNam
e is present.
stateOrProvinceName M/O D <LRA State or Province> (UTF8 encoded
commonName M D <LRA Service Name as  |PrintableString
agreed during LRA encoded
onboarding process >
subjectPublicKeylnfo False M |
algorithm M D RSA/ECDSA
subjectPublicKey M D Public Key
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Key length: 2048 or 4096

(RSA) / 256 or 384
(ECDSA)
Extensions
Authority Properties
authorityKeyldentifier False |[O Mandatory in all
certificates except for
self-signed
certificates
keyldentifier M D SHA-1 Hash of the When this extension

thoritylnfoAccess

Corporate CA public key

is used this field
MUST be supported
as a minimum

AccessMethod M S Id-ad-2 1 id-ad-ocsp OID |OCSP Responder
i.e.1.3.6.1.5.5.7.48.1 (ca |field
ocsp)

accesslLocation M D http://ca- OCSP responder
services.desc.gov.ae/adss [URL
/ocsp

AccessMethod M S Id-ad-2 2 id-ad-calssuers |CA Issuers field
OIDi.e.1.3.6.1.5.5.7.48.2
(ca cert)

accesslLocation M S http://ca- Corporate CA
repository.desc.gov.ae/cer |Certificate download
tificate/corporate.crt URL.

cRLDistributionPoints False O \
distributionPoint M D http://ca- CRL download URL.

Subject Properties

repository.desc.gov.ae/CR
L/Corporate/corporate_cer
tification_authority_uae_g
overnment_ae_crlfile<CRL
Number>.crl

subjectKeyldentifier False (M
keyldentifier M D SHA-1 Hash
Key Usage Properties \
keyUsage True M
digitalSignature M S True
keyEncipherment M S True lélgtljtg:iér;guded for
Extended Key Usage Properties \
extKeyUsage False (M
clientAuth M S True
Certificate Policy Properties
certificatePolicies False (M
Policyldentifier M S 2.16.784.1.2.2.100.1.2.1.1
policyQualifiers:policyQualifierld M S id-qt 1
policyQualifiers:qualifier:cPSuri M D URL location of this CPS
certificatePolicies False (M
Policyldentifier M S 2.16.784.1.2.2.100.1.2.2.3.
5
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7.2 CRL profile

7.2.1 Version number(s)

The version field in the certificate states 1, i ndi ca

7.2.2 CRL and CRL entry extensions

The CRL extensions contain thei CRENmmbéered( &i $sbgeanchi a
produédpse refer to section 7.2.3 below for the othe
by the Corporate CA.

7.2.3 CRL ASNL1 description

This is the complete ASN1 description of the CRL cert

Field CO?% \Value Comment
CertlflcateLlst

--—_

Slgnature False

OID = SHA256 with RSA
1.2.840.113549.1.1.11 Encryption

Corporate CA Signature. |CA signature value

SerialNumber

CertificateSerialNumber F At least 64 bits of
entropy
Validated on
duplicates.
signature False \
algorithm S (8) OID =|SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
issuer False S \
countryName S AE Encoded according
to Al SSO 31
alpha-2 code
el ement so.
PrintableString, size
2 (rfc5280)
organizationName S UAE Government UTF8 encoded
commonName S Corporate Certification UTF8 encoded
Authority

Implementations
MUST specify using
UTC time until 2049
from then on using
GeneralisedTime

thisUpdate CRL generation date/time

nextUpdate CRL generation date/time
+ 3 days + 2 hours

revokedCertificates
Certificate

% CE = Critical Extension.
2 CO = Content: S = Static, D = Dynamic
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CertificateSerial D Serial of the revoked
certificate

revocationDate D UTC Time of revocation
(Optional)

crlExtensions \

authorityKeyldentifier This MUST be the same  SHA-1 Hash of the
value as the subject Key  Corporate CA public
Identifier field in the CRL  key
| ssuerés cer
Non-critical <subject key

identifier CA>
criNumber Sequential CRL

IssuingDistributionPoint Mandatory for
Partitioned RLs

DistributionPoint D Partitioned CRL
CN=CRCRL Num directory address,
where <CRL
Number> a dedicated
sequence number
O=UAE Gov er n thatthe CA uses for
CRL file naming

CNE€orporate
Certificatio

C=AE

DistributionPoint D http://ca- CRL hosting URL,
repository.desc.gov.ae/CR |where <CRL
L/ Number> a dedicated

Corporate/Corporate_certif|sequence number
ication_authority _uae_gov |that the CA uses for
ernment_ae_crlflec<CRL |CRL file naming

Number>.crl
onlyContainsCACerts S No
onlyContainsUserCerts S Yes
IndirectCRL S No

expiredCertsOnCRL (2.5.29.60) False D < a date-time value

specifies the date on or

after which revoked
certificates are retained on
the CRL>

7.3 OCSP profile

7.3.1 Version number(s)

The OCSP responder issues OCSP responses of wversion 1

7.3.2 OCSP extensions

No stipgaelhatsi esemction intentionally |l eft blank.

7.3.3 OCSP Response Signing Certificate ASN1 Description

This is the demplréepei ASNDf the certificate associatec
private key.
Field CE?” o/mM* Comment

Certificate M
TBSCertificate M

27 CE = Critical Extension.
2 O/M: O = Optional, M = Mandatory.
2 CO = Content: S = Static, D = Dynamic
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OID = 1.2.840.113549.1.1.11 |SHA256 with RSA

Encryption
signatureValue Corporate CA Signature. CA signature value
TBSCertificate
Version False \
s S N 77" B
SerialNumber False \
CertificateSerialNumber M D At least 64 bits of
entropy

Validated on duplicates.

signature False M

algorithm M S 9) OoID =|SHA256 with RSA
1.2.840.113549.1.1.11 Encryption
issuer False M \S
countryName M S AE Encoded according to

il SO -Bdpbas2
code el emen
PrintableString, size 2

(rfc5280)
organizationName M S UAE Government UTF8 encoded
commonName M S Corporate Certification UTF8 encoded

Authority

Implementations MUST
specify using UTC time

until 2049 from then on
using GeneralisedTime

NotBefore M D Certificate generation process
date/time.
NotAfter M D Certificate generation process
date/time + not more than
[3] Months
subject False M \
countryName M S AE Will be encoded
according t
1-alpha-2 code
el ement so.
PrintableString, size 2
(rfc5280)
commonName M S Corporate Certification AC<n>0 is a

Authority OCSP i C< n > 0 |the CA key change over
(as specified in section
6.3.2) where <n> is an
incremental number
starting from 2 and
increasing after each
CA key change over

organizationName M S DESC
localityName M S Dubai
algorithm M S RSA
subjectPublicKey M D Public Key
Key length: 2048 or 4096
(RSA)
Extensions M |
Authority Properties \
authorityKeyldentifier False M
Keyldentifier M S SHA-1 Hash of the When this extension

Corporate CA public key |is used, this field
MUST be supported

at minimum
Subject Properties
subjectKeyldentifier False M
keyldentifier M D SHA-1 Hash

Key Usage Properties

Key Usage True M
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digitalSignature M S True
nonRepudiation M S True

extkeyUsage False M
lidZpZDCSPSigning M s True

id-pkix-ocsp-nocheck False M S 05 00

certificatePolicies False |[O
Policyldentifier M S 2.16.784.1.2.2.100.1.2.1.1
policyQualifiers:policyQualifierld M S id-qt 1
policyQualifiers:qualifier:cPSuri M D URL location of this CPS
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B.Compl 1 ancae&ndudi t
Ot her Assessment

8l Frequency or Circumst a
Assessments

DESC organizes an external WebTrust audit to ensure t
procedures, and service | evels at | east on an annual
practices and procedures gmudlwiclly make | abhé eandi &t at ep
after the end of the audit period. The Dubai PKI PA ¢
i mpl ementing them.

82l denti ty and Qualifica
Assessor

To carry out the audits, there will be an independent
or indirectly in any way with DESC nor any person hayv
These audits wildl be performed by qualified auditors

1 Independence from the subject of the audit

1 Ability to conduct an audit that addresses the criteria specified in the latest version of WebTrust for
Certification Authorities

1 Employs individuals who have proficiency in examining Public Key Infrastructure technology,
information security tools and techniques, information technology and security auditing, and third-
party attestation function

Licensed by WebTrust
Bound by law, government regulation or professional code of ethics

Except in the case of an Internal Government Auditing Agency, maintains Professional
Liability/Errors & Omissions insurance with policy limits of at least one million US dollars in
coverage.

83 Assessor os Rel ati onshi
Party

The entity that performs the annual audit SHALL be co

84 Topics Covered by Asse

The Corporate CA is auWél Brdusftor Prcionmpilpilaensc eando Cr i t e
Aut horities
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85 Acti d&aen as a Resul t 0
Defi ci ency

Deficiencies identified by the auditor during the con
ThBPubaiPARKils responsible for ensuring that remediatio
adequate timeframe corresponding to the significance

86 Communicati on of Res ul

The results of the audit are reported to the Dubai P
results can also be made available to any other appr
the results by |l aw, regulation, or agreement.

The external audit reports are published through the

end of the .audit period
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0.0t her Busl ness
Matter s

Certain Legal conditions apply to C€drep d@sstuaanndceer otfh icse
CPS as described in this section.

91 Fees

9.1.1 Certificate Issuance or Renewal Fees

Fedetails wildl be provided at the time of certificate

9.1.2 Certificate Access Fees

Not Applicabl e.

9.1.3 Revocation or Status Information Access Fees

No fee will be charged for Certificate revocation or

9.1.4 Fees for Other Service

DES@ay charge for other services depebhbden®ubai be&Kine
approval .

9.1.5 Refund Policy

Chargedc a@nrenecst be. refunded

92 Financi al Responsi bil i

9.2.1 Insurance Coverage

DESC ensures that this CA is covered by existing gove
are specified in the applicable agreements.

9.2.2 Other Assets

DESC maintains sufficient financi al resources to main

9.2.3 Insurance or Warranty Coverage for E&thtities

Not applicabl e.
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93 Confi dentiali ty of Bus
|l nf or mati on

9.3.1 Scope of Confidential Information

DESC considers the following as confidential informat
T Subscriberbés personal i nformation that G@orperatenot par-t
CA,

1 Correspondence between the subscribers and DESC RA during the certificate management
processing (including the collected subscribers data),

1 Contractual agreements between DESC and its suppliers,

T The Dubai PKI internal documentation (technical d o

9.3.2 Information not within the scope of confidential information

Any information not defined as confidential (refer t«
i nformati oat p@Arleipoilsed or y.

9.3.3 Responsibility to protect confidential information

DESC guaraptetecddrefni @drftoiradatcioonmi ng to the applicabl e

94 Privacy of Personal | n
9.4.1 Privacy plan

DESC obspeerrwseosnal data privacy rules and confidential i
section 9.4.2 for the cope of private information.

Both pri vaptrei vaantde niomf or mati on can be subject to dat a
per sonal dat a.

Only | imited trusted personnel are permitted to acce:
of certificate |ifecycle management .

DECS dnocets rel eané i aemyftoiralati on without the consent of
explicit authori zat iDOENS theyl eaa sceosu rptr iowdEe® €. n s\Wihradensroaut g ho n

reasonabl e means that this information is not used fo
Parties requesting and receiving confidential i nf or me
they use it for the requested purposes, secugiengt fro
it t@atrhired. Also, these parties are bound to obseryv

with the UAE applicable | aws.

DESC respects all applicable privacy, confidenti al i
as wel | as its published privacy policy i nputbhlei ccol | «
information.

Al communi cat i DrEsS Cd RaArsrheRIAd wirtelser ve the privacy and
exchanged private information. Data encryption shall/l
are usedCwipbobCAaheystems. This shall include:
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1 The communications link between the Corporate CA and the RA/LRA.

1 Sessions to deliver certificates and certificate status information

9.4.2 Information treated as Private

All personal information that is not publicly availab
as private information.

9.4.3 Information not Deemed Private

I nformation included in the certificate or CRL is not

9.4.4 Responsibility to protect private information

DES@mpl oyees, suppliers and contractors handle perso
DES€ontractual obligations that at | east as protecti v

95I ntell ectual Property

DESC owns and reserves all intellectual property rigl
the Corporate CA digital certificates and any other
Corporate CA, including this CPS.

When DESC uses software from suppliers, it is possibl
of the supplier. This is defined in the I|Iicense agree

96 Representations and Wa

9.6.1 CA Representations and Warranties

By issuing a Certificate, the Dubai PKI CA makes the
foll owing Certificate Beneficiaries:

9 The Subscriber that is a party to the Subscriber Agreement,

1 All Application Software Suppliers with whom the Dubai PKI Root CA will enter into a contract for
inclusion of its Root Certificate in software distributed by such Application Software Supplier,

I and all Relying Parties who reasonably rely on a Valid Certificate.

DESC represents and warrants to the Certificate Benef
Certificat €orpoAattals ¢dhmplied with its CPS in issuin
Certificate.

The Certificate Warranties specifically include, but

1 Authorization for Certificate: ~ That, at the time of issuance, the Corporate CA

l. implemented a procedure for verifying that the Subject authorized the issuance of the
Certificate and that the Applicant Representative is authorized to request the Certificate on
behalf of the Subject,

Il.  followed the procedure when issuing the Certificate, and
M. accurately described the procedure in this CPS.

1 Accuracy of Information:  That, at the time of issuance, the Corporate CA
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l. implemented a procedure for verifying the accuracy of all of the information contained in
the Certificate,

Il followed the procedure when issuing the Certificate, and
Il accurately described the procedure in this CPS.

1 Identity of Applicant: That, if the Certificate contains Subject Identity Information, the Corporate
CA

I implemented a procedure to verify the identity of the Applicant in accordance with Sections
3.2,

Il followed the procedure when issuing the Certificate,
Il accurately described the procedure in this CPS.

1 Subscriber Agreement; That, if the Corporate CA and Subscriber are not Affiliated, the
Subscriber and CA are parties to a legally valid and enforceable Subscriber Agreement that
satisfies these Requirements, or, if the CA and Subscriber are the same entity or are Affiliated, the
Applicant Representative acknowledged the Terms of Use.

9 Status: That the Corporate CA maintains a 24 x 7 publicly-accessible Repository with current
information regarding the status (valid or revoked) of all unexpired Certificates.

1 Revocation: That the Corporate CA will revoke the Certificate for any of the reasons specified in
these Requirements.

9.6.2 RA Representations and Warranties

DESC RA warrant t hat it perfor ms registration funct
applicable CP and this CPS.

The LRAs warrant (through signing an LRA agreement wi
per the stipulations specified in this CPS.

9.6.3 SubscribeRepresentations and Warranties

DESC requires, as part of the Subscriber Agreement o
commi t ments and warranties i n QdripoCsAetcatnido nt hfeorCetrhte ft
Beneficiaries.

Prior to the i ssuance of a Certificate, DESC shall (
Beneficiaries, either:

T The Applicantdés agreement t dESChae Subscriber Agr eeme

T The Applicantdés acknowledgement of the Terms of Us:ée
DESC i mplements a process to ensure that each Subscr
enforceabl e against the Applicant. I n either case, t

i ssued pursuant to the certiehtcaseusequéstr. eAchepgpamradt

The Subscriber Agreememt poonyisimansofi Mmgesing on the A
made by the Applicant on behalf of its principal or
relationship) the following obligations and warrantie

1 Accuracy of Information : An obligation and warranty to provide accurate and complete
information at all times to DESC, both in the certificate request and as otherwise requested by
DESC in connection with the issuance of the Certificate(s) to be supplied by the Corporate CA,
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Protection of Private Key : An obligation and warranty by the Applicant to take all reasonable
measures to assure control of, keep confidential, and properly protect at all times the Private Key
that corresponds to the Public Key to be included in the requested Certificate(s) (and any
associated activation data or device, e.g. password or token),

Acceptance of Certificate : An obligation and warranty that the Subscriber will review and verify
the Certificate contents for accuracy,

Use of Certificate : When TLS server certificates are requested, an obligation and warranty to
install the Certificate only on servers that are accessible at the subjectAltName(s) listed in the
Certificate, and to use the Certificate solely in compliance with all applicable laws and solely in
accordance with the Subscriber Agreement or Terms of Use,

Reporting and Revocation:  An obligation and warranty to:

o promptly request revocation of the Certificate, and cease using it and its associated Private

Key, if there is any actual or suspected misuse
Key associated with the Public Key included in the Certificate, and
o promptly request revocation of the Certificate, and cease using it, if any information in the

Certificate is or becomes incorrect or inaccurate,

Termination of Use of Certificate : An obligation and warranty to promptly cease all use of the

Private Key corresponding to the Public Key included in the Certificate upon revocation of that

Certificate for reasons of Key Compromise.

Responsiveness : An obligation to respondto DESC6 s i nstructions concerning

or Certificate misuse within a specified time period.

Acknowledgment and Acceptance : An acknowledgment and acceptance that DESC is entitled
to revoke the certificate immediately if the Applicant were to violate the terms of the Subscriber
Agreement or Terms of Use or if revocation is required by this CPS.

9.6.4 Relying Party Representations and Warranties

Relying Parties who rely upon the certificates issued under the Corporate CA shall:

il

Use the certificate for the purpose for which it was issued, as indicated in the certificate information
(e.g., the key usage extension),

Verify the Validity by ensuring that the Certificate has not Expired,

Establish trust in the CA who issued a certificate by verifying the certificate path in accordance with
the guidelines set by the X.509 Version 3 Amendment,

Ensure that the Certificate has not been revoked by accessing current revocation status
information available at the location specified in the Certificate to be relied upon, and

Determine that such Certificate provides adequate assurances for its intended use.

9.6.5 Representations and Warranties of Other Participants

No stipulation.

97 DI scl ail mer s of Warr ant

Within the | imii@®wuibansSC fc atnhneot!| abwes hel d | i abl e
del i berate abuse) for:
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1 Profit loss,
M Loss of data,

1 Indirect damage that is the consequence of or related to the use, provisioning, issuance or non-
issuance of certificate or digital signatures,

1 Any liability incurred in any case if the error in such verified information is the result of fraud or
willful misconduct of the applicant or if it is the result of negligence or with intent to deceive
DESC, the Corporate CA, or any person receiving or relying on the certificate,

1 Any liability incurred as a result of the applicant breaking any laws applicable in Dubai, including
those related to intellectual property protection, viruses, accessing computer systems, etc.

1 Other damage.

98 LI mi tati ons of Li abi | |

The Corporate CA does nawtarofafnderneéamy i i or angtreeeesmeart st
the subject of performance penalties, that could | ead
parties.

99 1l ndemni ti es

Not applicabl e.

910 Term and Ter mi nati on
9.10.1 Term

This CPS remains in force until notice of the opposi
repository 2 sfefulClhiagpgateiron and Repository Responsibil:i

9.10.2 Termination

Amendments to this document arbDeu bd@KPIAbed madkagppbypvad
indicated new version of the G@orcpo@antte e plopsoint o wh | itshhei
version becomes effective. TheabhdehivedCoopomn€aefe t hi s
repository.

9.10.3 Effect of Termination and Survival

TheO&ubBKPAwI | | communi cate the conditions and effect o
mechani s ms.

911 I ndi vi dual Noti ces anoc
Communi cati ons with Pe

Notices related to this CPS can be addressed to the O
1. 5.

912 Amendment s
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9.12.1 Procedure for Amendment

When c¢hanrgeegsuiarreed t o be. doChueb aoin Wkl ISPACPSor porate any s
into a new version of this document and, upon approv.
will carry a new version number.

9.12.2 Notification Mechanism and Period

The Dubai PKI PA reserve the right to amend this CPS
not material, including without | imitation correction
The decision to designate -m@merdmaht shas | mbeermaitalt her Dn
di scretion.

9.12.3 Circumstances Under Which OID Must be Changed

Maj or changes to this CPS that may materially chang
purposes, may require corresponding changes to the Ol

913 Di spute Resolution Prc

Any dispute arising out of or related to the digital
addressed to the Dubai PKI PA. | f medi ation is not S
rel evant court in Dubai .

9.14 Governing Law

The | aws of Dubai shall govern the enforceability, <co
CPS.

915 Compl 1t ance with Applic

The present CPS and provision of Corporate CA certif
applicable | aws of Dubai.

916 MiIi scel l aneous Provi sic

9.16.1 Entire Agreement

No stipulation.

9.16.2 Assignment

Except where specified by other contracts, no party r
CPS, without the pDESIC written consent of

9.16.3 Severability

I f any proviSs$isodedtfermhin@gdCRPo be invalid or unenforcea
in effect Sust upb.daahies CP
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9.16.4 Enforcement (Attorney Fees/Waiver of Rights)

No stipulation.

9.16.5 ForceMajeure

DES€hall not be Iliable for any failure or delay in t|
due to causes that are beyond their reasonable contr
interruption or delay in telecommunications services

9.17 Ot her Provi si ons

Not applicable.
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